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Authentication of persons and objects is a crucial aspect 
of security. We experimentally demonstrate Quantum-
Secure Authentication (QSA) of a classical multiple-
scattering key. The key is authenticated by illuminating it 
with a light pulse containing fewer photons than spatial 
degrees of freedom and verifying the spatial shape of the 
reflected light.  Quantum-physical principles forbid an 
attacker to fully characterize the incident light pulse. 
Therefore, he cannot emulate the key by digitally 
constructing the expected optical response, even if all 
information about the key is publicly known. QSA offers a 
combination of highly desirable properties that is 
unmatched by any other authentication method. QSA 
uses a key that cannot be copied due to technological 
limitations and is quantum-secure against digital 
emulation. Moreover, QSA does not depend on secrecy of 
stored data, does not depend on unproven mathematical 
assumptions and is straightforward to implement with 
current technology.  © 2014 Optical Society of America 
OCIS codes: (270.0270, 110.7348, 110.7050).  
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Authentication of persons can be based on "something that you know", e.g. digital keys, or "something that you have", e.g. physical objects such as classical keys or official documents. A drawback of digital keys is that their theft can go unnoticed; a drawback of traditional physical keys is that they can be copied secretly. A Physical Unclonable Function  

 
Fig. 1.  The idea of Quantum-Secure Authentication (QSA): (a) In classical authentication of an optical unclonable physical key, a challenge wavefront of sufficient complexity is sent to the key. The response wavefront is compared with those stored in a database (yellow pieces) to make a pass (green light) or fail (red light) decision. However, this verification can be spoofed by an emulation attack (b) in which the challenge wavefront is completely determined and the expected response is constructed by the adversary who knows the challenge-response behavior of the key. In Quantum-Secure Authentication (c) the challenge is a quantum state for which an emulation attack (d) fails because the adversary cannot actually determine the quantum state and hence any attempt to generate the correct response wavefront fails.  (PUF) is a physical object that cannot feasibly be copied because its manufacture inherently contains a  large number of uncontrollable degrees of freedom. Making a sufficiently accurate clone or concocting a device that mimics its physical behavior is infeasible, though not theoretically impossible, given the properties of PUFs 
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Fig. 2.  Quantum-secure optical readout of a physical key. (a) Setup: A spatial light modulator (SLM1) creates the challenge by phase shaping a few-photon wavefront. In the experiment a 50x50 binary phase pattern is used with 0 and π phase delays. The challenge is sent to the ZnO key (scale bar is 4 μm) by a microscope objective (not shown). The response is coupled out by a polarizing beam splitter (PBS). The response is transformed back by SLM2 and then focused onto the analyzer plane. (b) Only if the key is the true unique key, the response has a bright spot in the center, holding 
≈60% of the power in the image and allowing that fraction to pass a pinhole and land on a detector where photodetection clicks authenticate the key. (c) In case of a false key, the response in the analyzer plane is a random speckle pattern. [1, 2]. See also the supplementary material. A PUF is a function in the sense that it reacts to a stimulus (“challenge”) by giving a res-ponse. After manufacture there is a one-time characterization of the PUF in which its challenge-response behavior is stored in a database. The PUF (from this point referred to as the "key") can later be authenticated by comparing its response behavior to the database, see Fig. 1a.  When they are read out classically, PUFs are vulnerable to a class of attacks that we will refer to as digital emulation (Fig. 1b). Here the adversary has knowledge of the key’s properties either from physical inspection of the key or by access to the challenge-response database. He intercepts challenges and is able to provide the correct responses by looking them up in his database. This is a highly relevant scenario as accessible databases are notoriously difficult to protect. So far the only defense against digital emulation is to deploy various sensors that try to detect if some form of spoofing is going on. This leads to an expensive arms race in which it is difficult to ascertain the level of security.  In this paper we present Quantum-Secure Authentication (QSA) of optical keys, a scheme with highly desirable properties: QSA  
- uses a key that is infeasible to emulate physically. 
- is unconditionally secure against digital emulation attacks. 
- does not depend on secrecy of any stored data. 
- does not depend on unproven mathematical assumptions. 
- is straightforward to implement with current technology.  No comparable object authentication method currently exists. The use of quantum physics in QSA is inspired by quantum cryptography [3, 4, 5]. However, there are major differences. The aim of quantum cryptography is to generate a secret digital key known only to Alice and Bob, whereas QSA allows Alice to check if Bob possesses a unique physical object. Quantum cryptography requires the existence of an authenticated channel between Alice and Bob, typically based on a secret key that is shared beforehand 

[6]. In contrast, QSA needs only publicly available information; there are no secrets. See the supplementary material for an overview of cryptographic primitives and their properties.  Our implementation of QSA uses random scattering media as PUF [1, 7, 8]. The challenges are high-spatial-dimension states of light [9, 10, 11] with only a few photons. The response is speckle-like and depends strongly on the challenge and the positions of the scatterers. Due to the noncloning theorem [12] it is impossible for an adversary to fully determine the challenge and therefore to construct the expected response (Fig. 1c-d). The verifier can, however, easily verify the presence of the encoded information with an appropriate basis transformation, authenticating the key.   After its manufacture, the key is enrolled: the challenge-response pairs are measured with as much light as needed. Each of our challenges is described by a 50×50 binary matrix. Each element corresponds to a phase of either 0 or π. A spatial light modulator (SLM1) is used to transform the incoming plane wavefront into the desired challenge wavefront. The challenge is sent to the key and the reflected field is recorded in a phase-sensitive way. The challenge along with the corresponding response is stored in a challenge-response database. In our current implementation this requires 20 kB of computer memory per challenge-response pair which corresponds to 50 MB for a fully characterized key.   After enrolment, keys are authenticated using the setup illustrated in Fig. 2. Our light source is an attenuated laser beam chopped into 500 ns light pulses each containing n = 230±40 photons. Quantum readout of optical keys can be achieved with single or bi-photon states [13], squeezed states [14] or other fragile quantum states [15]. We use coherent states of light with low mean photon number [16], because in QSA they provide a similar security as other quantum states and are easier to implement in real-life applications. A challenge-response pair is constructed using 



  
Fig. 3.  Quantum-secure readout of an unclonable physical key (PUF), using challenge pulses with 230±40 photons distributed over 1100±200 modes. (a) Real-time examples for the true key (blue line) and a false key (red line, offset for clarity). (b) Measured number of photodetections in case of the true  key, a random  key (imitated by sending random challenges to the same  key), and for an optimal attack given S=4. The threshold is chosen such that the false positive and negative probabilities are approximately equally small assuming an optimal attack. (c) Acceptance and rejection probabilities in case of the true key, a random key and in case of an optimal digital emulation attack. (d) Number of photodetections extrapolated to 10 repetitions: the false positive and false negative probabilities quickly decrease to order 0.01 %.  information from the database. SLM1 is used to shape the few-photon challenge wavefront, which is then sent to the key. The reflected wavefront is sent to SLM2, which adds to it the conjugate phase pattern of the expected response wavefront. Therefore, SLM2 transforms the reflected speckle field into a plane wave only when the response is correct. In case the response is wrong, SLM2 transforms the field into a completely different speckle field. When the response is correct, the lens positioned behind SLM2 focuses the plane wave to a point in the analyzer plane, as shown in Fig. 2b. A false key will result in a speckle on the analyzer plane as shown in Fig. 2c. Compared to the typical peak height in Fig. 2b of 1000 times the background, the loss of intensity in the center of Fig. 2c is dramatic. We spatially filter the field in the analyzer plane with a pinhole and image it onto a photon-counting detector. In Fig. 3a we show the typical photodetector signal for the correct response and for an incorrect response provided by the true and a false key, respectively. Only with the true key multiple photodetections are seen. After repeating the measurement 2000 times, Fig. 3b shows the histogram of the number of photodetections for the true key, resembling a Poissonian distribution with a mean of 4.3. Fig. 3b also shows the average histogram of photodetections when 5000 random challenges are sent to the key, with the key and SLM2 kept unchanged. This experiment gives an upper bound on the photodetections in case of an attack with a random key. This histogram resembles a Poissonian distribution with a mean of 0.016 photodetections. We can clearly discriminate between true and false keys.   In order to characterize the achievable security for one repetition of our readout, we introduce the quantum security parameter S, 
S ≡ K/n,      (1) 

as the ratio of the number of controlled modes K and the average number of photons n in the challenge. The parameter K quantifies the dimensionality of the challenge space and is equal to the number of independent response wavefronts that are obtained by sending in different challenge wavefronts. It is well approximated by the number of speckles on the key illuminated by the challenge [17]. In our experiment we have K = 1100±200 and n = 230±40, yielding S = 5±1. Because a measurement of a photon can extract only a limited amount of information, a large S implies that the adversary can only obtain a small fraction of the information required to characterize the challenge. Therefore he cannot determine the correct response. An adversary who measures an optimal choice of field quadratures of the challenge cannot achieve a fidelity better than approximately [18]  
F = FOK /(S+1),     (2) where F is the fraction of photons detected by the verifier’s hardware in case of an attack and FOK is the fraction of photons detected when the response is correct. This result holds for S > 1 and K >> 1 and is in line with the intuition that a measurement of n photons can only provide information about n modes. Operating the readout in the regime S > 1 therefore gives the verifier an eminent security advantage which has its origin in the quantum character of light.  In the verification we aim to discriminate a correct key from an optimal attack. Given a conservative lower bound of S = 4, the number of photodetections on the single-photon detector in a single readout in case of an optimal (digital emulation) attack follows a Poissonian distribution with mean 0.86, as shown in Fig. 3b. Choosing a threshold of 3 or more photodetections for accepting the key, we find that the measured false reject ratio is 9%. In case of random challenges the false accept ratio is 1.7×10-4 % and the theoretical maximum false accept probability in case of 



the digital emulation attack (Eq. 2) is 6% (Fig. 3c). The security improves exponentially by repeating the verification, every time choosing a different challenge and its corresponding SLM2 setting from the database. The individual photon counts are added, and a combined threshold is set. As illustrated in Fig. 3d, after 10 repetitions the false accept and false reject probabilities are of order 10-4. As detailed in the supplementary information, after 20 repetitions they are both of order 10-9. Thus, the false decision rates can be made negligible in a small number of repetitions. In our implementation, the time for readout is limited to about 100 ms by the switching time of the SLM. Using faster micromirror-based SLMs [19, 20], the complete authentication protocol with 20 repetitions can be performed in less than a millisecond. The one-time enrolment of the key then takes on the order of a second. Quantum-secure authentication does not require any secret information and is therefore invulnerable to adversaries characterizing the properties of the key (“skimming”). Hence, QSA provides a practical way of realizing unprecedentedly secure authentication of IDs, credit cards, biometrics [21] and communication partners in quantum cryptography. 
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